
Herausforderungen in  
Biometrischen Systemen 

Vortrag zum Forschungssemester 
 2024-06-18 

copy of slides available at: 
https://christoph-busch.de/about-talks-slides.html 

Christoph Busch 
 

ATHENE / Hochschule Darmstadt, Germany 



Biometric Systems 2024-06-18 Christoph Busch 

Agenda
• Intro to Biometrics 
• The Plan for the 3 Month 
• Biometric Sample Quality 
• Fairness of Biometric Systems 
• The Reality of the 3 Month
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What is biometrics? 
• International Organization for Standardization defines: 
‣ Biometrics:  

“automated recognition of individuals based on their  
behavioural and biological characteristics ” 
‣ Remark: behavioural has to do with the function of the body 

biological / anatomical has to do with the structure of the body 

Research Area Biometrics
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Verification - Identification
Verification 
• 1:1 
• validate 

a biometric 
claim 
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Verification - Identification
Verification 
• 1:1 
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Performance Metrics - Security
Probability density Distribution Function (PDF) 

       : PDF of mated similarity score 
       : PDF of non-mated similarity score 

 
False-Match-Rate (FMR) 
• Def in ISO-HBV:  proportion of the completed biometric  

non-mated comparison trials that result in a false match  
• False positive decision
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Performance Metrics - Convenience
Probability density Distribution Function (PDF) 

       : PDF of mated similarity score 
       : PDF of non-mated similarity score 

False-Non-Match-Rate (FNMR) 
• Def in ISO-HBV: proportion of the completed biometric  

mated comparison trials that result in a false non-match  

• False negative decision 
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The Plan
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My Plan
Initial version in 2022-12-06 
• Work with the colleagues at EURECOM 
• Work on bias of biometric systems 
‣ Understand and apply fairness metrics 
‣ Find bias mitigation techniques
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My Plan
Refined version in summer 2023 
• Live in southern France 
• Work with the colleagues at EURECOM 
• Convert research results to publication 
• Journal paper and book chapter 
• Work on biometric sample quality 
• Work on bias of biometric systems 
‣ Understand and apply fairness metrics 
‣ Find bias mitigation techniques 

• Learn french
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The Implementation
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Antibes and Sophie Antipolis 
• EURECOM: https://www.eurecom.fr
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France
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Publications
Convert research results to publication
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EES and Biometric Sample Quality 
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Fingerprint Image Quality in the EES
NFIQ2.0  
• The Entry Exit System implementing decision 2019/329 

defines the mandatory use: 

• „At the moment of enrolment,  
the version 2.0 (or newer version)  
of the Fingerprint Image Quality (NFIQ)  
metric …. shall be used for verifying  
that the quality of the captured fingerprint  
data respects the thresholds …“ 
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Fingerprint Image Quality in the EES
The NFIQ2.0 approach 
• Measure quality by filtering the signal and determine 

the utility of a fingerprint sample. 
 
 
 
 

• Providing constructive feedback only possible  
if cause of poor quality is known. 
 
 
 

• NFIQ2.0 constitutes the content of ISO/IEC 29794-4
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Face Image Quality in the EES
The objective in the EES implementing decision 2019/329 
• „The quality of the facial images, … and  

with the image requirements of  
ISO/IEC 19794-5:2011 Frontal image type“  

What does that mean? 

Data subjects need actionable feedback 

• If quality is poor, then what went wrong?

19

Source:  ISO/IEC 39794-5
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ISO/IEC 29794-5: Face Image Quality
ISO/IEC 29794-5 will be aligned with both 
• ISO/IEC 19794-5:2011 
• ISO/IEC 39794-5:2019 

Definitions 
• 7.2 Unified quality score 

      
• 7.3 Capture-related  

      quality elements 
• 7.4. Subject-related  

        quality elements

20

source: ISO/IEC 39794-5:2019, Annex D 
https://www.iso.org/standard/72156.html

Image Source: ISO/IEC 39794-5Image Source: ISO/IEC 19794-5:2011
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ISO/IEC 29794-5: Face Image Quality
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Subject related
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Open Source Face Image Quality (OFIQ)
Approach 
• Library with quality assessment algorithms 
• Open source with liberal license (MIT) 
‣ enables commercial use 

• Support for major OS platforms (including mobile OS) 
‣ C/C++ 

• Aligned with ISO/IEC 29794-5 
‣ serves as reference implementation 
‣ providing target values for conformance tests 

• Selection criteria for integrated algorithms 
‣ accuracy (OFIQ-evaluation or NIST FATE SIDD evaluation) 
‣ low computational complexity 
‣ liberal license (MIT or alike) 
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Excellent results in FATE SIDD (1st of 16) 
• Very good prediction of low face recognition scores 
• Best performing algorithm 
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OFIQ - Unified Quality Score
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Ideal measures 
should lead us here 

Image Source: NIST FATE SIDD
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Fingerprint Image Quality - Expression
Quality Component: Expression Neutrality  
• Expression neutrality as quality component  
• Reduced biometric performance for  

extreme facial expressions  
• Known fact:  

best-possible utility  
through neutral expressions 

• Goal:  
Quantify expression neutrality 
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[GRVB2023] M. Grimmer, C. Rathgeb, R. Veldhuis, C. Busch: "NeutrEx: A 3D Quality Component Measure on 
Facial Expression Neutrality", in Proceedings of International Joint Conference on Biometrics (IJCB), (2023)   
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Face Image Quality - Expression

25

Expression Neutrality Measure: NeutrEx 
• Cumulative 2-Norm Distances: 
• NeutrEx Measure:  
• Quality measure between [0, 100] 

Explainability 
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Outlook for OFIQ
Perspective 
• OFIQ will become the reference implementation of 

ISO/IEC 29794-5:2024 
• OFIQ open source code: 

https://github.com/BSI-OFIQ/OFIQ-Project 
• NIST FATE SIDD test report: 

https://pages.nist.gov/frvt/reports/quality_sidd/frvt_quality_sidd_report.pdf
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Fairness of Biometric Systems
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Fairness Metrics
Demographic Differentials 
• skin tone 
• gender 
• age 
• language 
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Image Source: HSBRS, (2016)
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Fairness Metrics
Fairness Discrepancy Rate (FDR) 
• False positive differential (FPD) and the  
• False negative differential (FND 

 
 
 
 
Inequity Rate (IR)
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Fairness Metrics
Gini Aggregation Rate for Biometric Equitability (GARBE) 
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Fairness Metrics 
Functional Fairness Measure Criteria (FFMC) 
• FFMC.1: The contributions of FMR and FNMR  

to the fairness metric should be intuitive  
across typical risk parameters and  
operationally relevant error rates. 

• FFMC.2: The metric needs defined boundaries,  
with minimum and maximum values,  
to establish clear benchmarks. 

• FFMC.3: The metric must remain computable  
for demographic groups with no observed errors,  
a condition becoming more common  
with more accurate biometric algorithms. 
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Fairness Metrics Evaluation
Automated Speaker Verification (ASV) 
• Models trained on Vox- Celeb2 database (5,994 speakers) 
• All evaluation work is performed using VoxCeleb1 database 
‣ From each of 9 nationality groups, eight speakers were chosen at 

random, resulting in a total of 72 speakers.  
‣ For each speaker, 24 utterances were selected. The ASV 

protocol10 of the pooled data consists of 39,744 comparison trials, 
with a balanced number of 2,208 mated and 2,208 non-mated 
combinations for each nationality. 
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Fairness Metrics Evaluation
Automated Speaker Verification (ASV) 
• GARBE values for 5 automatic speaker verification systems 

at a range of thresholds  
‣ corresponding to a FMR varying form 0.1% to 10% 
‣ lower GARBE is better, lower DET is better 
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GARBE over FMR DET: FNMR over FMR
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Fairness Metrics Evaluation
Publication 
• O. Chouchane, C. Busch, C. Galdi, N. Evans, M. Todisco:  

"A Comparison of Differential Performance Metrics for the 
Evaluation of Automatic Speaker Verification Fairness", in 
Proceedings of Speaker and Language Recognition 
Workshop (ODYSSEY), Québec, CA, June 18-21, (2024) 
https://arxiv.org/abs/2404.17810 
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My Plan
Refined version in summer 2023 
• Live in southern France 
• Work with the colleagues at EURECOM 
• Convert research results to publication 
• Journal paper and book chapter 
• Work on biometric sample quality 
• Work on bias of biometric systems 
‣ Understand and apply fairness metrics 
‣ Find bias mitigation techniques 

• Learn french
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My Plan
Refined version in summer 2023 
• Live in southern France 
• Work with the colleagues at EURECOM 
• Convert research results to publication 
• Journal paper and book chapter 
• Work on biometric sample quality 
• Work on bias of biometric systems 
‣ Understand and apply fairness metrics 
‣ Find bias mitigation techniques 

• Learn french
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Contact	
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