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Challenges

Critical factors for Face Recognition Systems (FRS):
® Pose

e |[[lumination 1

e Expression and Ageing
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Challenges

Critical factors for Face Recognition Systems (FRS):
® Pose

e |[[lumination

e Expression and Ageing
* Presentation Attacks
e Face Image Quality

* Morphing Attack Detection
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Challenges

Critical factors for Face Recognition Systems (FRS):
® Pose

e |[[lumination 3

e Expression and Ageing
* Presentation Attacks

e Face Image Quality

* Morphing Attack Detection

e Biometric Template Protection

Same subject??
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Challenges

Critical factors for Face Recognition Systems (FRS):
® Pose 1
e [llumination ’
e Expression and Ageing
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e Presentation Attacks
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e Face Image Quality

e Morphing Attack Detection
e Biometric Template Protection

¢ Fairness of Algorithms
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¢ Fairness of Algorithms

e Face Recognition with 1KB Reference
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Biometric Standards
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Why Standardisation?

Increase the level of interoperability of
e Devices and systems (provider vs. operator)
e Documents (author vs. reader)
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Biometric Standardisation

::Iso: /ALTRN JTc 1
_\@/— ISO Information
Technology

Joint Technical International International Civil

International Organization committee One  Electrotechnical Aviation Organization
for Standardisation Commission

SC 17
Cards & Personal Identification

TC 68
Banking, Securities
Financial services

SC 27
IT Security Techniques

SC 37
Biometrics

SC37 to TC68

» European Committee g
SC 37 Formal Liaisons for Standardization Pl
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ISO/IEC SC37 Biometrics

Established by JTC 1 in June 2002 to ensure

¢ a high-priority, focused and comprehensive approach worldwide
for the rapid development of formal generic biometric standards

Scope of SC37

e “Standardization of generic biometric technologies pertaining to
human beings to support interoperability and data interchange
among applications and systems. Generic human biometric
Standards include: common file frameworks; biometric application
programming interfaces; biometric data interchange formats;
related biometric profiles; application of evaluation criteria to
biometric technologies; methodologies for performance testing and
reporting and cross jurisdictional and societal aspects”

e http://www.jtc1.org
Next meeting: July, 2026
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Expressions in International Standards

In order to make clear what the user must do,

the following verbal forms are used in standards:
e Requirements — shall, shall not
e Recommendations — should, should not
® Permission — may, need not
¢ Possibility and capability — can, cannot
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Relevant Standards

Biometric Vocabulary

A
pi-Ye] Standards Sectors About ISO Insights & news Taking part

A v d

= —= [ NeCeSOIECITC 1/SC 87
ISO/IEC 2382-37:2022

Information technology — Vocabulary
Part 37: Biometrics

Information technology

Published (Edition 3, 2022)
Read sample

https://www.iso.org/obp/ui/en/#iso:std:iso-iec:2382:-37:ed-3:v1:.en
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Why Standardisation?

Reduce the level of misunderstanding

e Example statement from the literature:

» A false non-match occurs if two matched samples
are matched and found not to match
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Why Standardisation?

Reduce the level of misunderstanding

e Example:

» A false non-match occurs if two matched samples
are matched and found not to match

e |[s the principle “one term = one concept” followed here?

process. comparison

C / result of the process
,matching” | => (match/non-match)

properties of the data in the process -
same source (mated /non-mated)
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Why Standardisation?

Reduce the level of misunderstanding

e Example:

» A false non-match occurs if two matched samples
are matched and found not to match

e |[s the principle “one term = one concept” followed here?

NG

(13

Christoph Busch

process. comparison

/ result of the process
— (match/non-match)

properties of the data in the process -
same source (mated /non-mated)
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Why Standardisation?

Reduce the level of misunderstanding

e Example:

» A false non-match occurs if two matched samples
are matched and found not to match

e Sanitised solution:

» A false non-match occurs if two mated samples (i.e. from the same
source) are compared and found not to match

37.05.07
comparison
DEPRECATED match

DEPRECATED matching

estimation, calculation or measurement of similarity or dissimilarity between a biometric probe(s) (37.03.14) and a biometric
reference(s) (37.03.16)

https://www.iso.org/obp/ui/en/#iso:std:iso-iec:2382:-37:.ed-3:v1:en:term:37.05.07
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Relevant Standards

Biometric Performance

N\
Standards Sectors About ISO Insights & news Taking part
A v

e = | ¢ TC ¢ ISOJIEC JTC 1/SC 37
ISO/IEC 19795-1:2021

Information technology — Biometric
performance testing and reporting

== — Part1: Principles and framework

Information technology

Read sample
Published (Edition 2, 2021)

https://www.iso.org/standard/73515.html
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Performance Metrics - Security

Probability density Distribution Function (PDF)

®m(5) : PDF of mated similarity score s(Q, R)
$nm(5): PDF of non-mated similarity score s(Q@, R)

False-Match-Rate (FMR)

* |ISO-Definition: proportion of the completed biometric
non-mated comparison trials that result in a false match

* Note: non-mated comparison trials are
also referred to as impostor trials ~ *”|®nm(s)

¢ False positive decision 0.041

_FMR()

1
FMR(t) — / ¢nm(8)d8 0.021

0.011

0.00 - - -
0 20 40 60 80 100

Comparison Score
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Performance Metrics - Convenience

Probability density Distribution Function (PDF)

¢m (8) : PDF of mated similarity score s(Q, R)
$nm(5): PDF of non-mated similarity score s(Q, R)

False-Non-Match-Rate (FNMR)

* |ISO-Definition: proportion of the completed biometric
mated comparison trials that result in a false non-match

e Note: mated comparison trials are

also referred to as genuine trials ~ **|¢nm(s) 5 =
e False negative decision 0.04 e
t P U VAR W

FNMR('L’) — / qu(S)dS 0.02

O 0.011

FNMR(t)

0.00

100
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Graphical Presentation

Detection Error
Trade-off (DET) curve

99.9 .

FNMR(?)
(FRR)

99.9
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Graphical Presentation

DET curve (detection error trade-off curve)

¢ Plots show error rates on both axes
» false positives on the x-axis

100%

¢ —/r=System A
1\ ~=i—System B
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- :
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False Match Rate
Source: ISO/IEC 19795-1:2006 26



Relevant Standards

Data Interchange Formats (for ICAO 9303 Passports)

AN

Igb Standards  Sectors  AboutISO  Insights & news  Taking part I\Sbg Standards Sectors About ISO Insights & news Taking par
= LS aele O ERTC e = = BEEICIEISO/IEC UTE 1/SCi37
b Information technology — Extensible = . :
biometric data interchange formats Ir!for ma’Flon teqhnology — Extensible
- : biometric data interchange formats
=T Part 4: Finger image data )
N =s — Part 5 Face image data

— Published (Edition 1, 2019)

> This standard has 1 amendment. Foas EATIAS Published (Edition 1, 2019)

https://www.iso.org/standard/72155.html
https://www.iso.org/standard/72156.htm
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First Generation Format Standards

”

19794-1:2006

-7:
2007

-8:
2006

-9:
2007

All parts
binary encoding

The 19794-Family: Biometric data interchange formats

Christoph Busch
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Third Generation Format Standards

2:202x
4:2019
5:2019
-6:2021
9:2021
16:2021

part2 part4 part5 part6 part9 part16 part17

Generation 3:

- Common semantics amongst all part

- All parts contain ASN.1 module and XSD schema
- Common document structure

- XSD to ASN.1 conversion tool exists

2026-06-12 29
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Relevant Standards

Presentation Attack Detection (PAD)

A\ P AN
Ig? Standards Sectors About ISO Insights & news Taking part Standards Sectors About ISO Insights & news Taking |

== ==« TC ¢ ISO/IEC JTC 1/SC 37 ma e RIS D IE RIS
__ ISO/IEC 30107-1:2023 __ ISO/IEC 30107-3:2023
Information technology — Biometric Information technology — Biometric
presentation attack detection presentation attack detection
= Part 1: Framework - Part 3: Testing and reporting
s amols Published (Edition 2, 2023) fasc sampre Published (Edition 2, 2023)

https://www.iso.org/standard/83828.html
https://www.iso.org/standard/79520.html
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Presentation Attacks

Impostor Concealer
® [mpersonation attack ® Evasion from recognition
» Positive access 1:1 » Negative 1:N identification
(two factor application) (watchlist application)
» Positive access 1:N e Depart from standard pose

(single factor application)
* Finding a look-a-like

e Making appearance similar
to the reference

e Evade face detection

— -

e Artefact presentation

Image Source: https://www.youtube.com/watch?v=LRj8whKmN1M
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Presentation Attacks

Definitions in ISO/IEC 2382-37: Vocabulary

® Impostor
subversive biometric capture subject
who attempts to being matched to
someone else's biometric reference

¢ |[dentity concealer
subversive biometric capture subject
who attempts to avoid being matched
to their own biometric reference

https://www.iso.org/obp/ui/#iso:std:iso-iec:2382:-37:ed-3:v1:en
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http://www.christoph-busch.de/standards.html#370717
http://www.christoph-busch.de/standards.html#370331
http://www.christoph-busch.de/standards.html#370316
http://www.christoph-busch.de/standards.html#370717
http://www.christoph-busch.de/standards.html#370316

Presentation Attack Detection - Testing

Definition of detection capabilities metrics

¢ Testing the PAD subsystem with
false-negative and false-positive errors:

o Attack presentation classification error rate (APCER)
proportion of attack presentations using the same PAl

species incorrectly classified as bona fide presentations
In a specific scenario

e Bona fide presentation classification error rate (BPCER)

proportion of bona fide presentations incorrectly classified as
attack presentations in a specific scenario

Source: ISO/IEC 30107-3
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Presentation Attack Detection - Testing

Definition of PAD metrics in ISO/IEC 30107-3

e DET curve reports operating points for various thresholds
showing security measures versus convenience measures

e Example:
= PAD-Algol
= PAD-Algo2
10
convenience
measure L
\ g -
O
-2
a "\ 0.5
Ideal: .
APCER - low | .
BPCER - | N security measure
TOW L — 0w i T T % & | (strength of function)
- J APCER (in %) L
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Face Image Quality

Christoph Busch Challenges for FRS 2026-06-12 35




Face Image Quality

Motivation for Face Image Quality Assessment (FIQA)

e Quality matters, especially in large-scale databases
and with diverse application scenarios.

» The European Entry Exit System (EES) started 12th October 2025

- Applied to all external Schengen borders oae andpice
- Central register to record all entries/exists 9 dav:y in any ‘ﬁfﬁ
to the Schengen area "° R s
https://travel-europe.europa.eu/ees_en
- For each traveller a record ll QQ&
with facial image and fingerprint images ol ] .
- Operated by eu-LISA and 29 countries image Source: eu-LISA
e Standardisation of minimal qualit N
oo Ay 1S0|1EC
and harmonisation is essential Nt .

for (semantic) interoperability.
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Quality Measures for Fingerprint Images

NF1Q2.0

e The Entry Exit System implementing decision 2019/329
defines the mandatory use:

o At the moment of enrolment,
the version 2.0 (or newer version) o
of the Fingerprint Image Quality (NFIQ) =

fingerpeints and
cathon i the Entry/Exit System (LES)

THE FUROPEAN COMMISSON

metric .... shall be used for verifying o O

Having regard 10 Regolation EU) 2017(2226 of the buropean Parament and of the Councl of 10 November 2017

evablihing am Eavey Exi Syeemm (E55) o regte envry aed exk duta a0d refussl of enry &ata of third-counéry pationah

= - M coomsing the exicenal bordees of the Member St knd determinisg the conditions for acces 1o the EES for lw

cafeecement purposes and ameadog the Comvation implementng the Schengen Agreemeat ind Reguduion ()

at tne quality or tne captured ringerprin B
ereal
Whereas

11 @ Regulcon ) 201772226 cosblabed b myfExk Symem ALS a1 3 ayem, which g ccicaly e

time and place of enery and cxn of thindcountry nasoouls admised for & shoet sy 10 the terrsory of e

a a re S e C S e re S O S Mo S s i e the dersion o thee sharid
LA () The EES sims 6o impeove the sunagement of external Border, 1o prevent rrogulie immigration and to faciltate
the musagemest of -,..-.m Thows. The E55 thoukd, in puriula comiboe 1 the Mesaiicaion of oy
who does sox fulll er 20 longer fulfls the condisons of the authorsed suy on the temitory of the Member
S, Adéuionaly the EES wbouid contribne 10 the peeveation, detextion and investigaticn of terrorin offence

ad of ether serios criminal offences.

() As quallty and relabiiry of biomerric dua are key success factors for LES 10 reach s full pocential, 1 is necessary
10 lay down the specifications for e quality. resoksion and
bometri verification and identifcation in the EES. inchoding where
the ehectroni Machise Readsble Traved Document (eMRTD). Av the qualty of regntered fgerpeisc
impacts years aher regization en the peoper fusctioning of the EES, cavironmereal and cperational fxcton of
fiperprien quabty segntrason shoukd be cosely momitornd on the losg

() This decision does bt creane any new standands: i Is coheress with ICAO standands

() Baod on thowe meamere, the Eaeopean ageey or the cperuionsl sunagement of lurpescile [nformation
e in the s of fcedom, secuety and Jusice should dhen b 4ble 1 delne the dogn of the physical
chiectare of the P18 tacladig o Commanication Infrasruchre. o well 2 the echmical spechications of the

e aod o develop the EES.

(6 I this framework. it s thes mecowary 10 adopt specifications fo the quality, resolution sd use of fingerprices
and facial mage foe bometri verificacon aed sdersification is the Entryfls Syem (LES).

() This Decision s witheut prefedice to the spplication of Disvctive 2004/8/EC of the Eseopean Parkiament and of
the Councd ()

0 In sccondnce with Arccles 1 a0d 2 of Protocel No 22 on the pontion of Denmark. ssnexrd 1o the Treaty oo

Furopesn Uraon 4nd 1o the Treaty on the Fucticaing of the Furopesn Usion, Dermark did nee take part in e

D 017/2226 and is mot bousd by it or subject 10 s applicasion. Howeves, gives that

2 o0 the Schengen soputs, Desmark. In acoondance wih Aricke 4 of that

Protocal, sotified en 30 May 2018 &1 decision to treplemene. Regwlation (EL) 2017/2226 i s national Lo
Desenark i therclore bound under iternational lew to mplessenn this Decision.

QoL

Deectve 2004/ (;l«ﬂ(hnwy!ﬂ-mr.dmatlmnd v\;-m'ulmn-r‘rh«tuuo-uml,
amdy members o o s s el wii (e ey of fhe Micmber Sns sveing Regultio 5C) Mo 1411168 and
kg Do TANIARIC THATEC, TANC. THITRIC, S0/ MATLC. 30MARIC snd

PRPATIC YL
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Quality Metrics for Fingerprint Images

The NF1Q2.0 approach

e Measure quality by filtering the signal and determine
the utlllty of a flngerprlnt sample.

® Providing constructive feedback only possible
If cause of poor quality is known.

character behavior enwronment Imagmg/system

e NF1Q2.0 constitutes the content of ISO/IEC 29794-4

http://www.christoph-busch.de/projects-nfig2.html

Christoph Busch Challenges for FRS 2026-06-12


http://www.christoph-busch.de/projects-nfiq2.html

Quality Requirements for Facial Images

The requirement in EES implementing decision 2019/329

e .The quality of the facial images, ... and INTERNMATIONAL  1SONEC
with the image requirements of .
ISO/IEC 19794-5:2011 Frontal image type

What does that mean?

Information technology — Biometric data
interchange formats —

Part 5:

Data subjects need actionable feedback
e |[f quality is poor, then what went wrong?

Source: ISO/IEC 39794-5
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Quality Measures for Facial Images

How to develop face image quality measures?

e Strong confusion in the industry regarding
what means ,ICAO compliance” ?

e As for fingerprint (i.e. NFIQ2.3) -
let a standardised methodology decide
» what is an ICAO compliant image
» and what is NOT an ICAO compliant image
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Quality Measures for Facial Images

How to develop face image quality measures?

e |[nternational Organization for Standardization, ISO/IEC
29794-5, Information technology - Biometric sample quality -

Part 5: Face image data,
https://www.iso.org/standard/81005.html

» Providing measures for requirements from
ISO/IEC 19794-5:2011 and ISO/IEC 39794-5:2019

- Use-1: Reference image for MRTD
- Use-2: Reference image for Live-Enrolment at EES Kiosk
- Use-3: Probe images (e.g. ABC gate)
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Quality Measures - Framework Standard

Quality assessment algorithms
e According ISO/IEC 29794-1

https://www.iso.org/standard/79519.htm|

Quality Measure

Unified Quality Score (UQS)

Component Quality Measures (CQM)

Capture Related Subject Related
Component Component

e Higher UQS and CQM imply higher biometric utility
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ISO/IEC 29794-5: Face Image Quality
ISO/IEC 29794-5 quality measures in detail

Face image quality measure

Quality score (unified) Unlfled Quallty SCOre

Background uniformity

[llumination uniformity

Luminance mean

Luminance variance

Under-exposure prevention

Over-exposure prevention e Ca ptu re d eV| Ce re I ated

Dynamic range

v T

\ AR ]
ANY ®

. | Natural colour Image Source: ISO/IEC 39794-5
Single face present

Eyes open ( Explainable Quality AssessmentJ

Mouth closed

Eyes visible
Image Source: ISO/IEC 39794-5

W RN | h (W N3

Sharpness
No compression artefacts

-
e

[y
[y

[y
L

ury
bad

[y
b

-
o

[y
o

Mouth occlusion prevention

—
2,

Face occlusion prevention

[y
®

Inter-eye distance

Head size —— Subject related

Leftward crop of face in image
Rightward crop of face in image

-
©

™
e

™o | N
D=

Margin above face in image

™
w

Margin below face in image
Pose angle yaw frontal alignment
Pose angle pitch frontal alignment

N
>

™
“n

™
oy

Pose angle roll frontal alignment

N
N

Expression neutrality
No head covering Image Source:ISO/IEC 29794-5

N
«©
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Open Source Face Image Quality (OFIQ)

Reference implementation of ISO/IEC 29794-5

e | ibrary with quality assessment algorithms

e Open source https://github.com/BSI-OFIQ/OFIQ-Project
» Commercial use is enabled and foreseen

e Support for major OS platforms (including mobile OS)
» C/C++

e Selection criteria for integrated algorithms

» Accuracy (NIST FATE SIDD evaluation)
https://pages.nist.gov/frvt/reports/quality _sidd/frvt_quality sidd_report.pdf

» Low computational complexity
» Liberal license (MIT or alike)
» Limited demographic variability
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Quality Measures for Facial Images

How to find the best face quality measures?

e Accuracy testing
/ NIST N

National Institute of

Standards and Technology]
U.S. Department of Commerce

o0
r v

Patrick Grother
Mei Ngan
Joyce Yang

Category

ISO/IEC 29794-5 Quality Check

1 SIDD Quality Component

Capture
device-related

6.3.2 Background uniformity

Background uniformity

16.3.3 lllumination

63.4 of the distribution

16.3.5 Under-exposure

| Under-exposure

6.3.6 Ove:

Over-exposure

/\

| 6.3.7 Dynamic range
6.3.8 De-focus
1 6.3.9 Motion blur | Motion blur
16.3.10 Compression ratio Compression artifacts
| 6.3.11 Unnatural color -
16.3.12 Radial distortion
16.3.13 Pixel aspect ratio
6.3.14 Camera to subject distance -
Subject-related | 6.4.2 Single face present | Face count
6.4.3 Eyes visible gl yeg!
6.4.4 Eyes open | Eyes open
16.4.5 Mouth occlusion Face occlusion
6.4.6 Mouth closed | Mouth open

1 6.4.7 Nose occlusion

Face occlusion

16.4.8 Inter-eye distance

| Spatial sampling rate

6.4.9 Horizontal position of the face

Face cropping and margin

|6.4.10 Vertical position of the face | Face cropping and margin
[54.11 Pose |Pose
16.4.12 Shoulder p B

16.4.13 Expression neutrality

ISO/IEC 29794-5

(]
-V

Patrick Grother
Benjamin Tams
Johannes Merkle
Christoph Busch

e FATE Quality - Specific Image Defect Detection (SIDD)

https://pages.nist.gov/frvt/reports/quality _sidd/frvt_quality sidd_report.pdf

1. FRTE 1:1 2. FRTE 1:N 3. FATE Morph
Verification Search Morphed Photo
Performance Detection
2017 - 2018 - 2018 -

Christoph Busch

4A. FATE QA
Image Quality
Scalar Summary

2019 -

Challenges for FRS

4B. FATE QA
Specific Image

Defect

Detection

2022 Q3 -

5. FATE Attack
Presentation
Attack
Detection

2022 Q3 -

6. FRTE Twins
Ability to
Distinguish
Between Twins

2022 Q4 -

2026-06-12



OFI1Q - Unified Quality Score

General, holistic unified quality score (OFIQ-UQS)

e Determine an overall quality score for the face image
» CNN MagFace (iResNet 50 model)

e Shows good prediction of face recognition scores
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OFI1Q - Unified Quality Score

Prediction of low face recognition scores

e OFIQ is the best performing algorithm in NIST SIDD
Error versus Discard Characteristic (EDC) curves

» How much is the FNMR reduced, when poor images are discarded/rejected?
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Fraction of discarded comparisons
Image Source:NIST FATE SIDD report

[Schlett2023] T. Schlett, C. Rathgeb, J. Tapia, C. Busch: "Considerations on the Evaluation of Biometric Quality
Assessment Algorithms", in IEEE Transactions on Biometrics, Behavior, and Identity Science (TBIOM), (2023)
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Open Source Face Image Quality (OFIQ)

Pre-processing for quality measures
e Face Detection: bounded box of all detected faces
e Face Landmark Estimation: localization of 98 key points
e Alignment: bring eyes on the same height
e Face Occlusion Segmentation: identify un-occluded region

e Face Parsing: identify different regions of subject in the image
(eyes, eye brows, nose, lips, skin / neck, ears, hair / glasses,
clothes, hats, earrings, necklaces / background)

Image Source: OFIQ public report and ISO/IEC FDIS 29794-5
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Open Source Face Image Quality (OFIQ)

Face Detection

e Bounding box of all detected faces
e SSD face detection CNN

https://github.com/sr6033/face-detection-with-OpenCV-and-DNN
e | argest face is assessed further
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Open Source Face Image Quality (OFIQ)

Face Landmark Estimation
e | ocalization of key points of facial traits
e CNN from repository ADNet ’

https://github.com/huangyangyu/ADNet
» 98 Landmarks

® Most time consuming algorithm
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Open Source Face Image Quality (OFIQ)

Alignment
e Unified positioning of face within image
» Eyes on same height
e Based on landmarks of eyes, nose & mouth

Christoph Busch Challenges for FRS 2026-06-12



Open Source Face Image Quality (OFIQ)

Face Occlusion Segmentation

e |dentify un-occluded region of face
(incl. forehead)
e Occlusions:
» Hair (not facial hair)
» Objects (e.g. face masks, sunglasses)
» Body parts (hand, tongue) except face
» Frames of and reflections on eyeglasses

e CNN from repository FaceExtraction
https://github.com/face3d0725/FaceExtraction
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Open Source Face Image Quality (OFIQ)

Face Parsing

e |[dentify different regions of the subject in image

» Face parts (eyes, eye brows, nose, lips, skin)

» Neck, ears, hair

» Glasses, clothes, hats, earrings, necklaces

» Background

e CNN from repository face-parsing.PyTorch

https://github.com/VisionSystemsinc/face-parsing.PyTorch

Christoph Busch

Index Feature Index Feature

0 background 10 nose

1 face skin 11 mouth
|2 left eye brow 12 upper lip

3 right eye brow 13 lower lip

4 left eye 14 neck

5 right eye 15 necklace

6 eyeglasses 16 clothing

7 left ear 17 hair

8 right ear 18 head covering

9 earring

Challenges for FRS
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OFI1Q - Quality Components

Example algorithm: Mouth Closed
e Detecting if the most is closed
¢ Algorithms based on landmarks |
e Maximum distance between lips il < fh

separation
Loy ~ Loz, ) p

Dy =max(|Lgg — Log

21 1Loo —Loall, »

Image Source:ISO/IEC 29794-5

Q@ =ROUND(100(1 - SIGMOID(w, 0.2, 0.06)))
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OFI1Q - Quality Components

Example algorithm: Face occlusion prevention

e WWhat is occlusion? For instance:
» Hair on the forehead hanging over the eyes
» Frames of eyeglasses / specular reflections if they occlude either eye
» Any objects (for example, hands or protective faces masks)

e \What is not an occlusion?
» Transparent lenses of spectacles
» Beards and moustaches
» Eyebrows

e Face occlusion segmentation

e Compute ratio of un-occluded landmarked regions

a=|6NR|/|G] Q = ROUND(100(1 - a))
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OFI1Q - Quality Components

Quality Component: Expression Neutrality

e Expression neutrality as quality component

» Reduced biometric performance for
extreme facial expressions

e Known fact:

» Best-possible utility
through neutral expressions

e Goal:
Quantify expression neutrality

[GRVB2023] M. Grimmer, C. Rathgeb, R. Veldhuis, C. Busch: "NeutrEx: A 3D Quality Component Measure on
Facial Expression Neutrality", in Proceedings of International Joint Conference on Biometrics (IJCB), (2023)

[GVB2024] M. Grimmer, R. Veldhuis, C. Busch: "Efficient Expression Neutrality Estimation with Application to Face
Recognition Utility Prediction", in Proceedings of 12th International Workshop on Biometrics and Forensics, (2024)
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OFI1Q - Quality Components

Example algorithm: Expression Neutrality

e 3D Monocular Face Reconstruction
» Invert 2D face image into FLAME parameter space

» Inversion achieved through Resnet50 encoders
- Coarse Shape Encoder (DECA) and Expression Encoder (EMOCA)

GOEEG )
[
Normalize '

Decoder
Vi

[c : Camera Code ! : Light Code 3 : Shape Code @ : Pose Code 1) : Expression Code]

Coarse Shape
Encoder

Expression
Encoder

[GRVB2023] M. Grimmer, C. Rathgeb, R. Veldhuis, C. Busch: "NeutrEx: A 3D Quality Component Measure on
Facial Expression Neutrality", in Proceedings of International Joint Conference on Biometrics (IJCB), (2023)
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OFI1Q - Quality Components

Example algorithm: Expression Neutrality
e Cumulative 2-Norm Distances: DV;, Vi) = [V — Vull2
e NeutrEx Measure:  NeutrEx(V;, V) = 100 - (1 — 2Ye:V4) = Dmin

Dmax — Dimin

e Quality measure between [0, 100]
e Explainabllity

Reference Neutral Squint Disgust Smile Surprised Scream
(90.0) (83.3) (78.8) (75.4) (74.5) (48.5)

[GRVB2023] M. Grimmer, C. Rathgeb, R. Veldhuis, C. Busch: "NeutrEx: A 3D Quality Component Measure on
Facial Expression Neutrality", in Proceedings of International Joint Conference on Biometrics (IJCB), (2023)
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OFIQ - Demonstrator

Demonstrator to understand the processing

e Available in GitHub:
https://github.com/BSI-OFIQ/OFIQ-Project

[ ® OFIQ Demonstrator

component native value

UnifiedQualii 27.304014 84
Backgroundl 13.025398 94
llluminationL 0.661224 88
LuminanceM 0.158761 30
LuminanceV: 0.004493 62
UnderExposi 0.168603 100
OverExposui 0.000069 99
DynamicRan 6.031694 75
Sharpness 39.000000 99
Compressior 0.981667 100
NaturalColot 0.000000 100
SingleFacePi 0.000000 100
EyesOpen 0.101156 100
MouthClosec 0.002398 96
EyesVisible 0.000000 100
MouthOcelus 0.000000 100
FaceOcclusit 0.005317 99
InterEyeDist: 237.325904 100
HeadSize 0.301923 10
LeftwardCro| 2.559337 100
RightwardCr 2.656313 100
DownwardCr 1.462418 65
UpwardCrop 1.853837 63
HeadPoseYa' -2.071408 100
HeadPosePit -0.079313 100
HeadPoseRec 2.479892 100
ExpressionN 1189.938110 78
NoHeadCov¢ 0.000000 100
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Face Image Quality - Future work

Open research tasks for OFIQ 2
e Further innovation of quality measures

¢ Add missing components
» Motion blur
» Gaze estimation
> ...

B X/ Image Source: ISO/IEC 39794-5 Annex D1

® [nvestigate demographic variability

Christoph Busch Challenges for FRS 2026-06-12 60




Outlook for OFIQ

Perspective
e OFIQ will (likely) replace the proprietary FIQA
» wherever used
» avoid a vendor-lock-in
e OFIQ 2.0 project has already started

Take home information on face image quality

e OFIQ open source code:
https://github.com/BSI-OFIQ/OFIQ-Project

e OFIQ public report

https://github.com/BSI-OFIQ/OFIQ-Project/blob/main/doc/reports/Public_Report V1.1 2024 09 30.pdf

e NIST test report:
https://pages.nist.gov/frvt/reports/quality sidd/frvt_quality sidd_report.pdf

e Face image quality website:
https://christoph-busch.de/projects-ofiq.html

e OFIQ user group meeting - 2026-07-21:
https://eab.org/events/program/401

Christoph Busch Challenges for FRS 2026-06-12
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https://eab.org/events/program/401

Fairness of Algorithms

Image Source: https://www.flaticon.com (2020)
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https://www.flaticon.com/free-icon/balance_166341

Fairness of Biometric Algorithms

What is fairness?

e Dictionary:
“the quality of treating people equally
or in a way that is right or reasonable’

An inherently ethical and social concept

¢ Influenced by cultural, historical,
legal, religious, personal, and
other factors

e Everyone wants to be treated “fairly”
Reaching out towards group fairness
e Demographic groups: gender, age, skin tone, glasses etc.

Movie Coded Bias - Image Source: Netflix
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Fairness of Biometric Algorithms

Possible Consequences of unfair algorithmic
(and human) decision systems

e Differential treatment

» Definition: different set of actions for a
biometric enrolee or biometric capture subject

based on their demographic group
https://www.iso.org/obp/ui/en/#iso:std:iso-iec:19795:-10:ed-1:v1:en

e Unintentional discrimination

¢ |[ndividual and collective social harms
» social stigmatisation (e.g. Uigur people in China)

Christoph Busch Challenges for FRS 2026-06-12



Demographic Factors in Biometrics

Measure and report

e Demographic differentials

» Definition: extent of difference in outcome of a biometric system

across socially recognized sectors of the population
https://www.iso.org/obp/ui/en/#iso:std:iso-iec:2382:-37:ed-3:v1:en:term:37.09.28

e Demographic variables
» gender

» age
» glasses
» skin tone

Fitzpatrick Skin Types Image Source: HSBRS, (2016)
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Demographic Effects

Current findings for facial biometric characteristics
* Most studies observed influence of demographic variables
on biometric recognition.

» Generally, lower biometric performance
was consistently observed for females and children

» The country of algorithm development (and hence training data)
may be a large factor in this context.

International Standard

¢ |[SO/IEC 19795-10
https://www.iso.org/standard/81223.html

First edition

[Drozd2020] P. Drozdowski, C. Ratgeb, A. Dantcheva, N. Damer, C. Busch: "Demographic Bias in Biometrics: A
Survey on an Emerging Challenge®, in IEEE Transactions on Technology and Society (TTS), (2020)
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Face Image Quality - Demographic Variability

Research tasks
¢ [nvestigate demographic variability (DV) of quality measures

e Skin tone variation is a
continuous demographic variable
e Transformation to discrete categories
» Monk skin tone scale (MST) vs.

» Colorimetric skin ton (CST) vs.
» PANTONE Skin Tone (PST)

000000

Christoph Busch Challenges for FRS 2026-06-12



Face Image Quality - Demographic Variability

Research tasks

® |[nvestigate variability across demographic groups
» Distribution of unified quality score (UQS)
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Monk1 Monk2 Monk3 Monk4 Monk5 Monk6 Monk7 Monk8 Monk9Monk10 Monkl Monk2 Monk3 Monk4 Monk5 Monk6 Monk7 Monk8 Monk9 Monk10
Skin Tone Skin Tone

[KRRB2024] W. Kabbani, K. Raja, R. Raghavendra, C. Busch: "Demographic Differentials in Face Image Quality
Measures", in Proceedings of the IEEE 23rd International Conference of the Biometrics Special Interest Group
(BIOSIG), Darmstadt, September 25-27, (2024)
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Face Image Quality - Demographic Variability

Demographic groups UC1 UC3

Research tasks
® |[nvestigate variability across demographic groups 4;? 90
» Distribution of unified quality score (UQS) 99 o4

» Based on operational data 100.000+ images for UC1 . 40

100 1 100

80 - -
Q 60 - 60 -
=
&
b

40 - 40 1

20 - 50.-

I A B C

Value

All Male Female A
Gender Skin Tone Group

D E F

[Utcke2026] S. Utcke et al.: "Demographic Variability of Face Image Quality Measures in Operational Data", in
IEEE Access, (2026), https://ieeexplore.ieee.org/document/11411711
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Face Image Quality - Demographic Variability

Research tasks

® |[nvestigate variability across demographic groups

» Distribution of component quality measures (CQM)
Luminance Mean quality component values

» Based on operational data 100.000+ images for UC1

ad o —— T
80 - i
60 - 60

Value
Value

20 20 A

40 - 40 1

Al Male Female All A B C D E F
Gender Skin Tone Group

[Utcke2026] S. Utcke et al.: "Demographic Variability of Face Image Quality Measures in Operational Data", in
IEEE Access, (2026), https://ieeexplore.ieee.org/document/11411711
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Face Image Quality - Demographic Variability

International Standard
¢ |[SO/IEC 19795-10
https://www.iso.org/standard/81223.html

e Clause 5.2.1
“Demographic group membership should not be inferred directly from
biometric samples. An example of this is assigning the value of ethnicity
or the value of gender from a face sample”

P
¥ 1SolIEC International
= . Standard

I

nnnnnnn
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DArmstadt Skin Tone Dataset (DAST)

Ground truth skin tone measurement
e Handheld DSM-4 colorimeter

» measures a skin area of approximately 50 mm?2
under standardised D65 illumination generated by
four light-emitting diodes.

» Skin color is quantified using diffuse reflectance spectroscopy

e | ocations of colorimeter measurements
» CFH: Colorimeter measure forehead of the face
» CLC: Colorimeter measure forehead of the left cheek
» CRC: Colorimeter measure forehead of the right cheek _

» CLI: Colorimeter measure left hand
» CRI: Colorimeter measure right hand

[Busch2026] C. Busch et al.: A Skin Tone Annotated Face Image Dataset for / / |
Studying Demographic Variability", in Proceedings of &b —

14th International Workshop on Biometrics and Forensics (IWBF), (2026) N T
https://christoph-busch.de/files/Busch-DAST-IWBF-2026.pdf )
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https://christoph-busch.de/files/Busch-DAST-IWBF-2026.pdf

DArmstadt Skin Tone Dataset (DAST)

Ensure homogeneous illumination
e Compliant with ISO/IEC 39794-5:2019, Annex E
e Nanlite SBPR90Q and Sirui Quick Release softboxes

Capture devices

e Canon EOS 50D (3,168x%4,752 px) equipped with a
Canon EF-S 18-200 mm 1/3.5-5.6 IS lens

e Sony ILCE-7M2 (4,000%6,000 px) equipped with a
FE 90 mm F2.8 Macro G OSS lens.

Christoph Busch Challenges for FRS 2026-06-12



DArmstadt Skin Tone Dataset (DAST)

Exposure Levels
e Examples of 12 face images

per subject in

different illumination conditions

» 2 cameras
» 5 exposure levels

TABLE II: Number of subjects per gender and skin tone class

CST classes
Gender | 1 |2 |3 (4|56 |7 8|9 10
Male 0| 489|198 |6]|9]38 0
Female 216|211 1 ({21410 0

TABLE I: Settings for face image acquisition.

EL Flash settings Camera settings

EL1 | small SB 1/8 +0.3 large SB 1/8 BG 1/64 | SS 1/100 iso 100 F16
EL2 | small SB 1/8 +0.3 large SB 1/8 BG 1/64 | SS 1/100 iso 100 F22
EL3 | small SB 1/8 +0.3 large SB 1/8 BG 1/64 | SS 1/100 iso 100 F11
EL4 | small SB 1/4 +0.3 large SB 1/4 BG 1/32 | SS 1/125 iso 100 F11
EL5 | small SB 1/2 +0.3 large SB 1/2 BG 1/16 | SS 1/160 iso 100 F11

Christoph Busch

SB: Softbox, BG: Background, SS: Shutter speed
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FRS with 1KB reference
Micro-Container
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Compact Face Image Encoding

Containers have limited capacity

e Contact less IC Chip
» ICAO 9303 passports
- ISO/IEC14443
» Target size: 32 Kbyte
e 2D Barcode
» Temporary travel document
» Temporary residence permit
- ISO/IEC 18004:2024 QR code
ISO/IEC 16022:2024 Data Matrix
ISO/IEC 24778:2024 Aztec code
ISO/IEC 15438:2015 PDF417
ISO/IEC 16023:2000 Maxicode
» Target size: 1Kbyte

Christoph Busch Challenges for FRS

Temporary eMRTD
Surname: Busch

Givename Christoph
Nationality: German

DoB: yyyymmdd
PoB: Frankfurt

DoE: yyyymmdd
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Compact Face Image Encoding

(Pre-) processing

e Face detection, landmarks, cropping and blurring
Original - RGB Detect landmarks Crop and change to 112x113 px

dhdh &
o8

Monochrome Blur - Compress
outside ROI

HE = A B

AV [; HEIF websp
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Compact Face Image Encoding

Encoding options:
¢ |[SO/IEC 10918 JPEG
o |[SO/IEC 15444 JPEG 2000
e [SO/IEC 18181 JPEG-XL
¢ |[SO/IEC 6048-1 JPEG Al
o |ISO/IEC 23008-12 HEIC

e |ISO/IEC 23000-22 AVIF
 WEBP Image Format IETF RFC 9649 2024-11-12

Mated-self:
1

Impact of encoding? ey

— <
—— ‘

o .

Q

=

(=}

()

eeeeeeeeee

*— JPEG XL JPEG 2000 —*— JPEG —e— PNG-resized

[Schlett2023] T. Schlett, S. Schachner, C. Rathgeb, J. Tapia, C. Busch: "Effect of Lossy Compression Algorithms
on Face Image Quality and Recognition", in Proceedings of the International Conference on Acoustics, Speech
and Signal Processing (ICASSP), Rhodes Island, GR, June 4-10, (2023)

https://arxiv.org/pdf/2302.12593
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Compact Face Image Encoding

Optimisation

Image

Blackout Whiteout Blur full Blur Blur OFIQ  Low-pass  Low-pass filter
manipulation background ~ background image rectangular landmark- filter full  rectangular
background based Image background
background
- l l
| .
|
: + Effort + Bit-depth  * Speed
Compressmn parameters « Ratio . PSNR . Tile-size
* YUV  Quality .

[Busch2026] P. Andreas, T. Schlett, C. Busch: "Optimizing Lossy Image Compression for Face Recognition
within 1024 Bytes", in Proceedings of 14th International Workshop on Biometrics and Forensics (IWBF), (2026)
https://christoph-busch.de/files/Andreas-FRwith1kB-IWBF-2026.pdf

Christoph Busch Challenges for FRS 2026-06-12
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Compact Face Image Encoding

Results - score distributions

Development of the similarity score distributions of JPEG Al
compared against the full dataset

02 0.0 0.2 0.4 06 08 10
Similarity scores
Mated similarity scores of original color images (u=0.7343, 0=0.1214)

—— Mated similarity scores of compressed color images (u=0.6726, 0=0.1149)

- Mated similarity scores of compressed grayscale images (1=0.6858, 0=0.1300)

—— Non-mated similarity scores of original color images (u=0.0112, 0=0.0556)
Non-mated similarity scores of compressed color images (1=0.0061, 0=0.0552)

—— Non-mated similarity scores of compressed grayscale images (u=0.0074, 0=0.0557)
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Compact Face Image Encoding

Results on the FERET dataset

Compression Settings used FNMR in % False
algorithm at FMR = non-matches

0.01% in total
!

No compression Color, resolution = 112

(baseline)

AVIF YUV format=420, speed=1, color, resolution = 56, 0.0151 6
rectangle blur

WebP Method = 6, SNS = 40, color, resolution = 64, 0.0176 7
rectangle blur

JPEG Al Color, resolution = 180, OFIQ blur 0.0201 8

JPEG XL Quiality, effort = 10, color, resolution = 64, rectangle blur 0.0251 10

JPEG 2000 Ratio, number of resolutions = 3, color, resolution = 0.0251 10
56, rectangle blur

HEIF Chroma downsampling = average, color, resolution = 96, 0.0276 11
rectangle blur

JPEG Gray, arithmetic, smooth = 50, grayscale, 0.0878 35

resolution = 96, rectangle blur

e 39,857 mated similarity scores

¢ 29,301,902 non-mated similarity scores
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Compact Face Image Encoding

Impact of Lossy Image Compression
e Perceptual quality

original AVIF WebP JPEG Al
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Compact Face Image Encoding

Get involved in the standardisation process

ISO/IEC JTC 1/SC 37/WG 3 N 1858

[=]; =]
ISO/IEC JTC 1/SC 37/WG 3 "Biometric data interchange formats" vl ;
Convenorship: DIN ;
Convenor: Busch Christoph Mr Prof. Dr. Ii]

1st WD 59794-5 Information technology — Compact biometric samples for 2D
barcodes — Part 5: Face image data

Document type Related content Document date Expected action
Project / Draft Project: ISO/IEC AWI 59794-5 2026-03-03 gc?zhe’sl-hglszgll RERLE Dy

e Contact details
» https://www.iso.org/about/members
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Conclusion

Summary
® Face image quality assessment is accurately possible
with open source algorithms

» OFIQ provides explainable feedback to the user on
why a face image is of insufficient quality

e \We need to investigate demographic variability of all
biometric algorithms

e Face recognition with 1KB reference samples
IS a new challenge for research

[B2024] C. Busch: "Challenges for Automated Face Recognition Systems", in Nature Reviews Electrical
Engineering, (2024), https://christoph-busch.de/files/Busch-NatureReview-ChallengesFRS-2024.pdf
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More Information on Biometrics

European

European Association for Biometrics (EAB) car

e The EAB is a non-profit, Biometrics
nonpartisan association
https://eab.org/

e EAB supports all sections of the
ID community across Europe,
iIncluding governments,

NGO'’s, industry, associations
and special interest groups
and academia.

e EAB role is to promote the responsible use and
adoption of modern digital identity systems
that enhance people’s lives and drive economic growth.

e Free membership for master and PhD students!
https://eab.org/membership/types of membership.html
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Questions and Answers?

Take home information:

e Face image quality website:
https://christoph-busch.de/projects-ofig.html

® Fingerprint image quality website:

https://www.christoph-busch.de/projects-nfig2.html

* Morphing attack detection website:

https://christoph-busch.de/projects-mad.html
e Standards website:

https://www.christoph-busch.de/standards-sc37wg3.html

soe TI I E E
ooe A N e h_da
ooe K K HOCHSCHULE DARMSTADT
o o @ National Research Center & l l
oo e for Applied Cybersecurity ‘m’i i UNIVERSITY OF APPLIED SCIENCES

Prof. Dr. Christoph Busch

Principal Investigator

Hochschule Darmstadt FBI

Schoefferstr. 3
64295 Darmstadt, Germany
christonh.busch@h-da.de

Telefon +49-6151-533-30090
httos://dasec.h-da.de

S —
Challenges for FRS

Christoph Busch

@NTNU

Prof. Dr. Christoph Busch

Norwegian University of Science and Technology
Department of Information Security and
Communication Technology

Teknologiveien 22

2802 Gjavik, Norway

Email: christoph.busch@ntnu.no

Phone: +47-611-35-194

2026-06-12



