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Presentation Attack Detection
Outline 
• International Standardisation on PAD 
• ISO/IEC 30107 
• ISO/IEC and FIDO  
• ISO/IEC 19989
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Gummy Finger Production in 2000 !
Attack without support of an enroled individual  
• Recording of an analog fingerprint from flat surface material 
‣ z.B. glass, CD-cover, etc. 

with iron powder and tape 

• Scanning and post processing: 
‣ Correction of scanning errors 
‣ Closing of ridge lines (as needed) 
‣ Image inversion 

• Print on transparent slide 
• Photochemical production of a circuit board
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Gummy Finger Production in 2000 !
Reported in a publication by the German Federal Police 
• [Zwie2000] A. Zwiesele, A. Munde, C. Busch, H. Daum: 

"Comparative Study of Biometric Identification Systems", in 34th 
Annual IEEE International Carnahan Conference on Security 
Technology, Ottawa, (2000)
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International Organization  
for  Standardisation

International  
Electrotechnical 

Commission

SC 17  
Cards & Personal Identification

SC 27  
IT Security Techniques

SC 37  
Biometrics

TC 68  
Banking, Securities  
 Financial services

SC 37 Formal Liaisons

SC37 to  TC68

Joint Technical 
Committee One

International Civil 
Aviation Organization
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European Committee  
for Standardization

Biometric Standardisation
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ISO/IEC SC37 Biometrics
Established by JTC 1 in June 2002 to ensure  
• a high-priority, focused and comprehensive approach worldwide 

for the rapid development of formal generic biometric standards 
Scope of SC37 
• “Standardization of generic biometric technologies pertaining to 

human beings to support interoperability and data interchange 
among applications and systems. Generic human biometric 
standards include: common file frameworks; biometric application 
programming interfaces; biometric data interchange formats; 
related biometric profiles; application of evaluation criteria to 
biometric technologies; methodologies for performance testing and 
reporting and cross jurisdictional and societal aspects” 

• http://www.jtc1.org 
Next meeting: January, 2018
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Biometric Standardisation
Onion Layers 
• Layer 1: BDIR 
‣ Digital representations 

of biometric characteristics 

• Layer 2: LDS 
‣ CBEFF Meta-data 

• Layer 3+4:  
System properties 
‣ Security 
‣ Performance 

• Layer 5: BioAPI, BIP 
‣ System Integration
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SC37 WG3

SC37 WG2 
     CBEFF

SC27 
     ( Availability,  
       Integrity)

SC17 7816-11  
     Card based 

SC37 WG 2  
     BioAPI

SC37 WG4  
     Biometric  
     Profiles 

SC27 
     Security  
     24745 

SC37 WG5 
     Performance

SC37 WG6

Biometric Data  
Interchange  

Formats

LDS / 
File Framework

Biometric Data  
Security Attributes

Biometric Interfaces

Biometric  
System Properties

Societal and  
Jurisdictional Issues

Harmonized  
Biometric Vocabulary

SC37 WG1
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First Generation Format Standards
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G1

19794-1:2006

-2: 
2005

-3: 
2006

-4: 
2005

-5: 
2005

-6: 
2005

-7: 
2007

-8: 
2006

-9: 
2007

-10: 
2007

All parts 
binary encoding

The 19794-Family: Biometric data interchange formats 
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Presentation Attack Detection

ISO/IEC 30107 - Biometric presentation attack detection - 
 Part 1: Framework
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!

System Perspective - Framework
ISO/IEC 30107-1:2016 Presentation Attack Detection 
• Attacks on Biometric Systems

10

Source: ISO/IEC 30107-1 
Inspired by  N.K. Ratha, J.H. Connell, R.M. Bolle, “Enhancing security and privacy in biometrics-based 
authentication systems,” IBM Systems Journal, Vol 40. NO 3, 2001.  
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Presentation Attack Detection
ISO/IEC 30107 - Scope 
• terms and definitions that are useful in the specification, 

characterization and evaluation of presentation attack detection 
methods;  

• a common data format for conveying the type of approach used 
and the assessment of presentation attack in data formats;  

• principles and methods for performance assessment of 
presentation attack detection algorithms or mechanisms; and  

• a classification of known attacks types (in an informative annex). 
Outside the scope are  
• standardization of specific PAD detection methods;  
• detailed information about countermeasures (i.e. anti-spoofing 

techniques), algorithms, or sensors;  
• overall system-level security or vulnerability assessment.  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Presentation Attack Detection - Framework
ISO/IEC 30107-1  
• freely available in the ISO/IEC-Portal  

http://standards.iso.org/ittf/PubliclyAvailableStandards/c053227_ISO_IEC_30107-1_2016.zip
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Presentation Attack Detection - Framework
Definitions in ISO/IEC 30107- PAD - Part 1: Framework 
• presentation attack  

presentation to the biometric capture subsystem with the 
goal of interfering with the operation of the biometric system 

• presentation attack detection (PAD) 
automated determination of a presentation attack 

Definitions in ISO/IEC 2382-37: Vocabulary 
http://www.christoph-busch.de/standards.html 
• impostor  

subversive biometric capture subject who attempts to being 
matched to someone else's biometric reference 

• identity concealer  
subversive biometric capture subject who attempts to  
avoid being matched to their own biometric reference
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!

Presentation Attack Detection - Framework
ISO/IEC 30107-1: Definitions 
• presentation attack instrument (PAI)  

biometric characteristic or object used in a presentation attack  
• artefact 

artificial object or representation presenting a copy of biometric 
characteristics or synthetic biometric patterns  

Types of presentation attacks
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Source: ISO/IEC 30107-1 

(General Noun)

(Adjectives describing categories)

(Qualifying adjectives)
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Presentation Attack Detection - Framework
ISO/IEC 30107-1: Examples of  
Artificial and Human Presentation Attack Instruments 
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Source: ISO/IEC 30107-1 
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Presentation Attack Detection - Framework
 
Biometric framework with PAD 
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Source: ISO/IEC 30107-1 
!

Bona Fide  
Presentation
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Presentation Attack Detection

ISO/IEC 30107 - Biometric presentation attack detection -  
Part 2: Data formats
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Presentation Attack Detection - Data Formats
ISO/IEC FDIS 30107-2  
• will soon be available in the ISO/IEC Portal 

https://www.iso.org/standard/67380.html
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Presentation Attack Detection - Data Formats
ISO/IEC FDIS 30107-2  
• Abstract syntax of the PAD information in ASN.1  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Source: ISO/IEC 30107-2 
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Presentation Attack Detection - Data Formats
ISO/IEC FDIS 30107-2  
• PAD score  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Source: ISO/IEC 30107-2 
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Presentation Attack Detection

ISO/IEC 30107 - Biometric presentation attack detection -  
Part 3: Testing and reporting
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Presentation Attack Detection - Testing
ISO/IEC 30107-3  
• available in the ISO/IEC Portal 

https://www.iso.org/obp/ui/#iso:std:iso-iec:30107:-3:ed-1:v1:en
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Definition of full system vulnerability metric w.r.t  attacks 
• Impostor attack presentation match rate (IAPMR) 

<in a full-system evaluation of a verification system> the 
proportion of impostor attack presentation using the same PAI 
species in which the target reference is matched  
 
 
 
 
  

• Concealer attack presentation non-match rate (CAPNMR) 
in a full-system evaluation of a verification system, the 
proportion of concealer attack presentation using the same PAI 
species in which the target reference is not matched. 

Standardisation on PAD 2017Christoph Busch 

Presentation Attack Detection - Testing
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Source: ISO/IEC 30107-3 

Source: ISO/IEC 30107-3 
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Presentation Attack Detection - Testing
• Definition of metrics testing the PAD subsystem response: 

• Attack presentation non-response rate (APNRR) 
proportion of attack presentations using the same PAI 
species that cause no response at the PAD subsystem or 
data capture subsystem  

• Bona fide presentation non-response rate (BPNRR) 
proportion of bona fide presentations that cause no response 
at the PAD subsystem or data capture subsystem  
‣ NOTE An example of a non-response is a data capture 

subsystem “time out” if a presentation is not registered 
within a certain amount of time. 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Source: ISO/IEC 30107-3 
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Presentation Attack Detection - Testing
Definition of detection capabilities metrics  
• Testing the PAD subsystem with  

security measure and convenience measure: 

• Attack presentation classification error rate (APCER) 
proportion of attack presentations using the same PAI species 
incorrectly classified as bona fide presentations  
in a specific scenario 

• Bona fide presentation classification error rate (BPCER) 
proportion of bona fide presentations  
incorrectly classified as attack presentations  
in a specific scenario
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Source: ISO/IEC 30107-3 
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Presentation Attack Detection - Testing
Definition of PAD metrics elements 

• PAI  species  
class of presentation attack instruments created using a 
common production method and based on different  
biometric characteristic  

• Attack potential 
measure of the capability to attack a TOE given the attacker’s 
knowledge, proficiency, resources and motivation 

• target of evaluation (TOE)  
within Common Criteria, the IT product that is  
the subject of the evaluation  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Source: ISO/IEC 30107-3 
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Presentation Attack Detection - Testing
Definition of detection capabilities metrics  
• Testing the PAD subsystem with security measure: 

• Attack presentation classification error rate (APCER) 
proportion of attack presentations using the same PAI 
species incorrectly classified as bona fide presentations  
in a specific scenario 

• NPAIS is the number of attack presentations  
for the given PAI species  

• Resi takes value 1 if the ith presentation is classified as an attack 
presentation, and value 0 if classified as a bona fide presentation  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Source: ISO/IEC 30107-3 
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Presentation Attack Detection - Testing
Definition of detection capabilities metrics  
• Testing the PAD subsystem with security measure: 

• Attack presentation classification error rate (APCER) 
the highest APCER (i.e. that of the most successful PAI 
species) should be reported as follows:  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Source: ISO/IEC 30107-3 
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Presentation Attack Detection - Testing
Definition of detection capabilities metrics  
• Testing the PAD subsystem with convenience measure: 

• Bona fide presentation classification error rate (BPCER) 
BPCER shall be calculated as follows:  
 
 
 

• NBF is the number of bona fide presentations 
• Resi takes value 1 if the ith presentation is classified as an attack 

presentation, and value 0 if classified as a bona fide presentation 
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Source: ISO/IEC 30107-3 
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Presentation Attack Detection - Testing
Definition of detection capabilities metrics  
• DET curve analyzing operating points for various  

security measures and convenience measures 
• Example: 
 
 
 
 

30

Source: IR. Raghavendra, K. Raja, S. Venkatesh, C. Busch: "Transferable Deep-CNN features for detecting digital and print-scanned morphed 
face images", in Proceedings of 30th International Conference on Computer Vision and Pattern Recognition Workshop (CVPRW 2017), 
Honolulu, Hawaii, July 21-26, (2017) 

security measure 
(strenght of function)

convenience 
 measure
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Presentation Attack Detection - Testing
Definition of detection capabilities metrics  
• Testing a specific security level: 
 
PAD mechanism may be reported in a single figure  

• BPCER at a fixed APCER: 
 
One may report BPCER when APCERAP is 5% as BPCER20  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Source: ISO/IEC 30107-3 
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Presentation Attack Detection

ISO/IEC 30107 - Biometric presentation attack detection -  
Part 4: Testing and reporting
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Presentation Attack Detection - Mobile
ISO/IEC WD 30107-4 
• Profile for testing and reporting on mobile devices  
• Working Draft available in the ISO/IEC livelink 

http://isotc.iso.org/livelink/livelink?func=ll&objId=19121718&objAction=Open&viewType=1
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Presentation Attack Detection - Mobile
ISO/IEC WD 30107-4 
• Scope:  
‣ This standard provides guidance for testing biometric presentation 

attack detection mechanisms on mobile devices  
with local biometric authentication. 

‣ The standard considers: specification of a minimum PAI species 
and specification of a minimum number of subjects  

• Example: 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Presentation Attack Detection

ISO/IEC 19989
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Common Criteria
Common („joint“) criteria  
• for evaluation and assessment of IT-security technology
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Presentation Attack Detection - Security
ISO/IEC 19989 - Criteria and methodology for security evaluation of 
biometric systems  
• Part 1: Framework 

https://www.iso.org/standard/72402.html 

• Part 2: Biometric recognition performance 
https://www.iso.org/standard/72403.html  

• Part 3: Presentation attack detection 
https://www.iso.org/standard/73721.html  

• Scope: 
For security evaluation of biometric recognition performance and 
presentation attack detection for biometric systems,  
this International Standard specifies:  
‣ Extended security functional components to SFR Classes  

in ISO/IEC 15408-2,  
‣ Complements to methodology specified in ISO/IEC 18045  

for SAR Classes of ISO/IEC 15408-3. 
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Presentation Attack Detection - Security
ISO/IEC 2nd WD 19989-1  
• Calculating attack potential (in Annex A.3.3) 
‣ Overall rating for elapse time 
‣ Overall rating for expertise 
‣ Overall rating for knowledge of TOE 
‣ Overall rating for window of opportunity 
‣ Overall rating for equipment 

• Example
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Source: ISO/IEC 2nd WD 19989-1
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Presentation Attack Detection - Security
ISO/IEC 2nd WD 19989-1  
• Example calculating attack potential
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Source: ISO/IEC 2nd WD 19989-1



ISO/IEC 2nd WD 19989-3  
• Relation among error rates, presentation type, and attack 

classification for PAD subsystem 
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Presentation Attack Detection - Security
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Source: ISO/IEC 2nd WD 19989-3
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Contact
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