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Weakness of Biometric Systems
Three main points for a targeted attack 
• Capture device (1): Camera, optical- / capacitive sensor 
‣ Replay attacks must be countered by presentation attack detection  

• Data transmission (2): USB, firewire etc. 
‣ Susceptibility to attacks on data transmission channel 
‣ Enrolment attacks (i.e. face morphing attacks) 

• Data storage (6): Database, token  
‣ Providing attackers with references (e.g.SmartCards)  

results in higher privacy,  
but risks tampering with template carrier remain

2

Source: ISO/IEC 30107-1:2016
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Capture Device - 
Replicates of Biometric Characteristics 
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Fingerprint Presentation Attacks 
Attack without support of an enrolled individual 
• James Bond: Diamonds Are Forever 

4

1971

Source: https://www.imdb.com/title/tt0066995 (1971) 
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Fingerprint Presentation Attacks 
Attack without support of an enrolled individual  
• Recording of an analog fingerprint from flat surface material 
‣ z.B. glass, CD-cover, etc. 

with iron powder and tape 

• Scanning and post processing: 
‣ Correction of scanning errors 
‣ Closing of ridge lines (as needed) 
‣ Image inversion 

• Print on transparent slide 
• Photochemical production of a circuit board

5

1999

Source: A. Zwiesele et al. „BioIS Study - Comparative Study of Biometric Identification Systems“, In: 34th Annual 2000 IEEE International 
Carnahan Conference on Security Technology, Ottawa, pp. 60-63, (2000)
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Fingerprint Presentation Attacks 
Overlay attack without support   
• Recording of an analog fingerprint from the phone

6

2013

Source: https://www.ccc.de/en/tags/apple, (2013)
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Fingerprint Alteration
Example for fingerprint alterations 
• Z-shaped alteration (Finger of Jose Izquierdo)

7

Image Source:  S. Yoon, J. Feng, and A. Jain, “Altered fingerprints: Analysis and detection,”  
IEEE Transactions on Pattern Analysis and Machine Intelligence, vol. 34, no. 3, pp. 451–464, Mar. 2012  

 

1997
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Face Presentation Attacks
3D silicone mask 
• Targeted attack with 3D silicone custom mask 
• Cost more than 3000 USD

8

2018



Face disguise for organized crime  
• http://www.dailymail.co.uk/news/article-2153346/Black-armed-robber-disguised-white-man-using-latex-mask.html
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Concealer Presentation Attack

9

2012
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Face Presentation Attacks
Make-Up attack

10

Image Source: http://upshout.net/game-of-thrones-make-up 

Image Source: http://www.antitza.com/makeup-datasets.html 
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Why is this called Presentation Attack Detection (PAD) 
and not Liveness Detection ? 

11



Categories of Presentation Attacks
Impostor 
• impersonation attack 
‣ positive access 1:1  

(two factor application) 
‣ positive access 1:N 

(single factor application) 

• finding a look-a-like 
• making appearance similar 

to the reference 
• artefact presentation 

• C 

Concealer 
• evasion from recognition 
‣ negative 1:N identification 

(watchlist application)  

• depart from standard pose 
 
 
 

• evade face detection

Image Source: http://upshout.net/game-of-thrones-make-up 
Image Source: https://cvdazzle.com

Image Source: https://www.youtube.com/watch?v=LRj8whKmN1M
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Presentation Attack Detection
Definitions in ISO/IEC 30107 PAD - Part 1: Framework 
• presentation attack 

presentation to the biometric capture subsystem with the 
goal of interfering with the operation of the biometric system 

• presentation attack detection (PAD) 
automated determination of a presentation attack 

Definitions in ISO/IEC 2382-37: Vocabulary 
http://www.christoph-busch.de/standards.html 
• impostor 

subversive biometric capture subject who attempts to being 
matched to someone else's biometric reference 

• identity concealer 
subversive biometric capture subject who attempts to  
avoid being matched to their own biometric reference

13
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Presentation Attack Detection - Framework
ISO/IEC 30107-1 
• provides the taxonomy  
• freely available in the ISO-Portal 

http://standards.iso.org/ittf/PubliclyAvailableStandards/c053227_ISO_IEC_30107-1_2016.zip

14



PAD - ISO/IEC 30107 2020-09-15Christoph Busch 

!

Presentation Attack Detection
ISO/IEC 30107-1 - Definitions 
• presentation attack instrument (PAI)  

biometric characteristic or object used in a presentation attack  

• artefact 
artificial object or representation presenting a copy of biometric 
characteristics or synthetic biometric patterns  

Types of presentation attacks

15

Source: ISO/IEC 30107-1 

(General Noun)

(Adjectives describing categories)

(Qualifying adjectives)
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PAD Testing  

16
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Presentation Attack Detection - Testing
Definition of detection capabilities metrics  
• Testing the PAD subsystem with  

false-negative and false-positive errors: 

• Attack presentation classification error rate (APCER) 
proportion of attack presentations using the same PAI 
species incorrectly classified as bona fide presentations  
in a specific scenario 

• Bona fide presentation classification error rate (BPCER) 
proportion of bona fide presentations incorrectly classified as 
attack presentations in a specific scenario

17

Source: ISO/IEC 30107-3 
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Presentation Attack Detection - Testing
Definition of PAD metrics elements 

• PAI  species 
class of presentation attack instruments created using a 
common production method and based on different  
biometric characteristic  

• Attack potential 
measure of the capability to attack a TOE given the attacker’s 
knowledge, proficiency, resources and motivation 

• target of evaluation (TOE)  
within Common Criteria, the IT product that is the subject of 
the evaluation  

18

Source: ISO/IEC 30107-3 
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Presentation Attack Detection - Testing

19

Source: ISO/IEC 30107-3 

Definition of PAD metrics in ISO/IEC 30107-3 
• DET curve reports operating points for various thresholds 

showing security measures versus convenience measures 
• Example: 

 
 
 

Source: R. Raghavendra, K. Raja, S. Venkatesh, C. Busch: "Transferable Deep-CNN features for detecting digital and print-scanned morphed 
face images", in Proceedings of 30th International Conference on Computer Vision and Pattern Recognition Workshop (CVPRW 2017), 
Honolulu, Hawaii, July 21-26, (2017) 

Ideal: 
APCER - low 
BPCER - low 

convenience 
 measure

security measure 
(strength of function)
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Presentation Attack Detection - Testing
Definition of detection capabilities metrics  
• Testing a specific security level: 

 
PAD mechanism may be reported in a single figure  

• BPCER at a fixed APCER: 
 
One may report BPCER when APCERAP is 5% as BPCER20  
 
 
 
 

20

Source: ISO/IEC 30107-3 
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Presentation Attack Detection - Testing
ISO/IEC 30107-3:2017 
• Preview: https://www.iso.org/obp/ui/#iso:std:iso-iec:30107:-3:ed-1:v1:en 

 
 
 
 

21
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PA Vulnerability Testing  

22



Definition of full system vulnerability metric w.r.t  attacks 
• Impostor attack presentation match rate (IAPMR) 

<in a full-system evaluation of a verification system> the 
proportion of impostor attack presentation using the same PAI 
species in which the target reference is matched 
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Presentation Attack Detection - Testing

23

Source: ISO/IEC 30107-3 

genuine 
(bona fide)

impostor 
(bona fide)



Definition of PAD metrics in revision ISO/IEC 30107-3 
• Relationship between vulnerability and  

recognition performance 
• System testing! 
• Impostor attack presentation match rate (IAPMR) 
• Impostor attack presentation accept rate (IAPAR) 

in a full-system evaluation of a verification system, proportion 
of impostor presentation attacks using the same PAI species 
that result in a accept  

Standardisation on PAD 2016Christoph Busch 

Presentation Attack Detection - Testing

24

Source: revision ISO/IEC 30107-3 



Definition of PAD metrics in revision ISO/IEC 30107-3 
• Relationship between vulnerability and  

recognition performance 
• System testing! 
• Relative imposter presentation accept rate (RIAPAR) 

ratio of the IAPAR to the FRR of the system  

Standardisation on PAD 2016Christoph Busch 

Presentation Attack Detection - Testing

25

Source: U. Scherhag, A. Nautsch, C. Rathgeb, M. Gomez-Barrero, R. Veldhuis, L. Spreeuwers, M. Schils, D. Maltoni, P. Grother, S. Marcel, R. 
Breithaupt, R. Raghavendra, C. Busch: "Biometric Systems under Morphing Attacks: Assessment of Morphing Techniques and Vulnerability 
Reporting", in Proceedings of the IEEE 16th International Conference of the Biometrics Special Interest Group (BIOSIG), Darmstadt, (2017) 
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PAD and FIDO 
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Definition of PAD metrics in ISO/IEC 30107-4 
• Scope: This document is a profile that provides requirements 

for testing biometric presentation attack detection (PAD) 
mechanisms on mobile devices with local biometric 
recognition. 

• Preview: https://www.iso.org/obp/ui/#iso:std:iso-iec:30107:-4:ed-1:v1:en

Standardisation on PAD 2016Christoph Busch 

Presentation Attack Detection - Testing

27
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Contact 
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Contact 
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