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Abstract

We describea Digital Watermarkingsystemdedicatedfor embeddingwatermarksinto 3D polygonalmodels.
The systemconsistsof three watermarkingalgorithms,one named\Vertex Flood Algorithm (VFA) suitable for
embeddingdragile publicreadablevatermarkswith high capacityandoffering a wayof modelauthenticationpne
realizingaffine invariant watermarks namedAffine Invariant Embedding(AIE) and a third one namedNormal
Bin Encoding(NBE) algorithm, realizing watermarkswith robustnessagainst more complex opeiations, most
noticeablypolygonreduction.The watermarksgenerted by thesealgorithmsare stadkable We shortly discuss
theimplementatiorof the systemywhich is realizedasa 3D StudioMAX plugin.

1. Intr oduction

Researcton digital watermarkingechniquesasfor along
time focusedon the mediatypesimages(bitmaps),audio-
and video data.In contrastto bitmap-basediata, the data
typesin a variety of fields are vector based,ncluding 3D
virtual ervironmentsrepresentetdy VRML scenesand 2D
vectorgraphicswhich are partsof PostScripand PDFdoc-
uments.

The recentpublicatiort was the first publicationin the
field of watermarkingBD polygonalmodelsconcernedvith
the problemof realizingwatermarkghatwithstandremesh-
ing operationsin general,polygon reductionin particular
For VRML-scene designers polygon reductionis an op-
erationfrequentlyperformedto achieve pleasantendering
speedsThe centralideato achieve independencef a par
ticular meshrepresentationvas to partition a modelsface
normalsinto distinct bundlesand thento modify the nor
malsby vertex movementssoeachbundle(or bin) encodes
a valuewith respecto a particularfeature.ln ! the feature
usedwasthe meanangulardeviation of bin contentsto the
bin centemormal,in 2 we addedasa featuretheratio of the
numbemormalswithin aspecificangleto thebin centeythis
regionwascalledkernel to thenumberof normalsof thebin
notwithin this specificangle.

The watermarkingsystemoutlinedwas of the forensictype
sinceit requireduserassistancen watermarkretrieval:
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e In retrieval of thewatermarkthefeaturevaluesof thewa-
termarled copy andthe original arecomparedThe orig-
inal (or a featurevector) hasto be accessiblat retrieval
time.

e Theuserhasto choosehe correspondingriginal model
from a databassinceno automatediatarecognitionand
retrieval systemmay assumedo bein place.

e Sincethe featuresare orientationdependentthe water
marked copy hasto bereorientedvith respecto the orig-
inal prior to theretrieval process.

In contet of secretwatermarkspnemayacceptheburdens
associatedvith a forensic technique,computationalcosts
and requireduserinteraction,if the algorithmsoffers suf-
ficientrobustnesgor embeddingnformationrelatedto cus-
tomertracingor proof of ownership.

1.1. RelatedWork

Praunet al.1% presenteda forensic techniquesuitable for
embeddingsecretwatermarkslt is driven by multi resolu-
tiontheory detailpreservingandgenerallygeneratesmooth
meshesDue to constructionof filters appliedto the mesh,
the changesaffect the overall sweepof surfaces.The algo-
rithm requiresuserassistanceén retrieval processat least
for recognizingthe original model.Positionand orientation
of original andwatermarked copy mustbe the samein or-
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derto compardeaturevalues.The matchingprocesswhich
involvesremoval of affine transformationss currentlynon-
automated.

Most practicalapplicationshowever will demanda more
corvenientway, to extract watermarks.Thereforewe pro-
posewith our approactthe realizationof a blind detection
concept:We extendedthe NBE algorithm publishedin 1.2
for embeddingof a One Bit watermarkwhich requiresno
knowledgeof a priori dataat retrieval time excepta secret
key. As before for retrieval, thewatermarked copy hasto be
reorientedvith respecto theoriginal but therearepossibil-
ities for performingthis stepin anautomatedvay.

Ohluchietal 8 ® presentedhefirst algorithmfor embed-
ding affine invariantwatermarkspnamedTetrahedal Volume
Ratio Embeddind TVR). The affine invariantfeaturesused
were ratios of volumesof tetrahedrongieneratedf three
"neighbored'trianglesalonga sequencef triangles|t is re-
strictedto the caseof orientable2-manifolds.Sincegeomet-
ric measuresannotbe supposedo be stableif the model
undegoesscaling with largely deviating factorsor shear
ing, the algorithmconsequentlyelieson topologyfor gen-
erating/findingthe mentionedsequencefor which thereare
ambiguitiesin caseof non-manifolds.t is furthermorere-
strictedto meshesonsistingentirely of triangles,no planar

polygonswith more than three verticescan be processed.

The TVR algorithm offers high capacity In this paperwe
proposea methodnamedAffine InvariantEmbeddingAIE)
whichis applicableto the generalcaseof non-manifolds.

TheTriangle Similarity QuadrupleEmbeddingd TSQ)al-
gorithmaspresentedby Ohhkuchietal & ® canbe appliedfor
embeddingpublic watermarks(or labels).It can be easily
extendedto the non-manifoldcasebut is restrictedto water
marking of meshesonsistingentirely of triangles.For the
purposeof authenticatiorof models,it lacksthe important
propertythatseveralwatermarksf the TSQ-algorithmcan-
not"cover" all verticesaswe will explain later.

We developedan algorithm for the purposeof embedding
publicwatermarkswith optionalmodelauthenticatiortalled
Vertex Flood Algorithm (VFA). Our algorithm hasthe fol-
lowing benefits:If required,e.g.in generalcaseof water
markingpoint clouds,it operatedy taking only vectorco-
ordinatesinto account.Other propertiesplay a role for the
purposeof modelauthenticationRestrictiongegardingthe
maximumallowed vertex displacementsanbe assuredthe
algorithmis fragile andcantake all verticesof meshinto ac-
count.

Boon-LockandMinerva? publishedhefirstwork concerned
with the problemof authenticityandintegrity protectionfor
3D polygonalmodels.Using their schemeone can verify,
in knowledgeof a secet verificationkey, if the modelhas
beenmodified afterembeddingof a fragile watermark(ge-
ometricor topologicalmodifications)f a constanteference
watermarkis used.Thealgorithmis evenableto narrav the
vertices/rgionsthathave beentamperedvith. In contrasto

their work, we target for a differentapplication:Assumea
userdownloadeda model from the internetandis curious
aboutlicenseconditions:He wantsto extract the following

information from the modelwith zeroa priori knovledge:
Proofof theidentity of the creator/licensénolderof the ob-
ject, proof that the object has not beentamperedwith re-
spectto certaintolerancesge.g. truncationof mantissaof

vertex coordinatesin effect of format conversionsshould
be toleratedup to a certainamount.So in contrastto their
work, in our solutioneveryoneis ableto retrieve the water

mark, get knowledge of the contentand even positionsof

the watermarkbut is not ableto alterthe model,exceeding
specifiedtoleranceswithout removing proof of authentic-
ity/ownershipandintegrity.

2. The Watermarking Algorithms
2.1. General Philosophy

Watermarkingakesplaceasthelaststepin therefiningpro-
cessof amodelor virtual sceneThe topologyandconnec-
tivity of the objectto be watermarked may be the result of
the creatorsintentionsandefforts or (partially) resultof an
automatedprocess(e.g. the outcomeof a photogrammatic
processor free-form-basedurfacesconvertedto triangular
meshes)Dependingntheapplicationthemeshto bewater
marked may be subjectto certaintolerancesndrestrictions
for examplerestrictiongegardingtopologychangesndver-
tex displacement<Certainattributesmaybeassociateavith
the vertices(colors),which may be difficult to maintainor
reproducef generare-meshings appliedin thewatermark-
ing process.

Thereforewe restrictour algorithmsto alter vertex coor
dinatesonly. Connectvity andtopologyremainsunchanged.
The algorithmsallow fine control over vertex movements.
Furthermoreve presere all scalarattributesassociatedvith
objects(colors,textures,visibilitypropertiestc.)andgroup-
structureof singleobjectsandthe overall scene.

The hybrid approach presentedn this paper is based
onthreewatermarkingalgorithmsnamelya Affine Invariant
Embedding AIE), NormalBin Encoding(NBE) andVertex
Flood Algorithm (VFA) that are undercertainrestrictions
non-interferingandthus stackable All of themare ableto
procesbjectsconsistingof:

e several(small)unconnectedneshes

e mesheghatarenot manifold

e meshesncludingdoubledfaces

e meshesncludingdegeneracieg¢smallfacesandangles)
All threealgorithmswill besketchedin the next Sections.

2.2. Vertex Flood Algorithm for Model Authentication
With EmbeddedPublic Watermarks

In orderto satisfythe demandfor modelauthenticatiorwe
developedthe so called Vertex Flood Algorithm. Basically
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thealgorithmmodifiesvertices sotheir distancego thecen-
ter of massof a designatedstarttriangle encodethe water
mark bits. Exceptfor the startface,the algorithm operates
solely on verticesand doesnot take further topologicalre-
lationshipsinto accountIt doesnot requireconnectyity of
thefacesin theinputmesh.

Let combethecenterof massf thestarttrianglewith edge-
pointsS= {s1,s,,s3}. Next we populatethe sets

M ={veV\S|k< | M5 | <k+1}

for 0 < k< N =[]. ris themaximumalloweddistanceof

avertex v from comto be consideredor embeddingvater

markbits. Thewidth of eachinterval associatedvith a setis

W. Next we loop throughthesetsMg to My, skippingempty
sets.Theverticesof eachsetaremodifiedin orderto embed
m= 2" bits. Eachsetcoversan interval of lengthW. This
intenal is subdvidedasfollows:

buf lg s Im—1 buf

For embeddinghe valueval (0 < val < m— 1), thedis-
tanceof eachvertex in thesetto comis modifiedsoit comes
to lie in the middle of sub-interal |,,5. The purposeof the
two intervals namedwith buf is to prevent modificationsof
verticesin oneinterval from causingeffectson the embed-
dedvaluesin otherintervals.

In theretrieval processthemeandistanceof all verticescon-
tainedin anintenval canbe usedfor decodingheembedded
bits or the sub-intenal containingmostof the verticescould
be chosen(majority voting). This way the robustnesswith
respecto randomizatiorof singleverticescanbeincreased.
Thevaluesr andW are derived from the starttriangle. For
fastlookup of the starttriangle we demanda certaintrian-
gle edgelengthratio 1 < R; < R, for it. We choosethe tri-
angleclosestto this ratio as starttriangle and malke it the
perfectmatch.The watermarkembeddeds fragile, sinceit
is very sensitve to displacement®f vertices,in particular
of the starttrianglevertices.The interval width W is calcu-
latedby 1/3(e; + &>+ €3), with g (1< i < 3) beingtheedge
lengthvaluesof the starttriangle.

Comparingour schemeto the perhapsmost simple ap-
proachin whichverticesof amodelareorderedoy valueand
watermarkbits areembeddedn the leastsignificantbits of
vertex coordinatemantissaswe find following adwantages
of ourscheme:

¢ In thesimpleschemave needto reverseapplyingorthog-
onal transformations becausetranslation, rotation and
uniform scalingaffect mantissabits of coordinatesOur
schemés notaffectedby orthogonatransformationsyei-
therthe orderingof vertices,northeembeddedalues.

e Our schemeallows embeddingof watermarkdocally. Of
course,for our method, closenesslependsentirely on
euclidiandistanceswhich, if no further precautionsare
taken, causespreadingpf watermarksover unconnected
partsof amodel.
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2.2.1. Realizing Model Authentication

We provide optional model authenticatiorby applyingthe
following steps:

1. First we choosethe maximumdistanceverticesare al-
lowedto move without disturbingthe fragile watermark.
Fromthis distancewe derive accordingedgelengthsand
male thetriangleclosesto theseedgelengthstheperfect
match(ratio & edgelength).

2. Next we build up a string to be hashedfrom the usual
labeling and certificateinformation. The latter one may
consistof the object creatorscertificate (we apply the
RSA schemecertificatesare in X509v3 format), or in
caseswhereonly small capacityis provided, issuerand
subjectdistinguishnameof the certificateor just a web-
link for downloading/lookupof the certificate.Next we
iteratethroughtheintervals( it shouldbenoted thatthere
areno buf namedsubinterals usedfor modelauthenti-
cationandthelastinterval encodesits). For a sequence
of empty intenals, we add their numberto the string.
For eachnonemptyintenal, we appendthe numberof
verticesin the interval, the sum of the numberof faces
and edgesadjacentto eachvertex in the intenal to the
string. Thefinal stringis hashedvith a cryptographicse-
cure hashfunction (SecureHash Algorithm, SHA) and
signedwith the privatekey of the creator

3. Finally we embedthe labeling info, creatorcertificate
info (issuerand subjectdistinguishnameor URL point-
ing to certificate)andthe signedhashvaluein the usual
way, encodingone bit perintenal if possible(depends
on capacityrequirements)The whole embeddingstring
is appendedo itself until it's lengthmatchesor exceeds
the numberof nonemptyintervals.

The recipientof the model retrieves the labeling info and
certificateinformation,calculateghe hashvalueandverifies
the signature This schemedetectsremoval of a single ver-
tex, displacemenbof the vertex exceedingthe specifiedimit
andchangesn connectity of the mesh.Generatinga dif-
ferent(faked meshthatcanbeauthenticateavith thesigned
hashvalue of anothermesh,shouldbe a hardtaskbecause
of the sharprestrictionson point-densityand connectyity.
Therearepossibilitiesfor increasingsecurityin thisrespect:

e If we demanda fixed orderingof verticesandfaces,we
can simply male the list of facestogetherwith vertex
indices part of the hashedstring and thus fix topology
For eachinterval, we addthe vertex indicesto thehashed
string.

e \We could adjustvertices,sothereis no morethanonein
anintenal. This givesus a fixed numberingof vertices.
Usingthis numberingwe addthe list of facesandvertex
indicesto the hashedstring.

The algorithm can be modifiedto rely on vertex coordi-
natesonly, which makesit applicableto the generalcase
of watermarkingn-dimensionapoint clouds:Fromthe two
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points with maximumdistanceD to eachother we select
one as start point from which all point distancesare mea-
sured.The interval width W is derived from D. However,
in contrastto the starttrianglecase W cannotbe alteredto
a specificvalue,soit is difficult to realizesmalltolerances
regarding maximumtoleratedvertex movementfor model
authentication.

2.3. The Affine Invariant Embedding Algorithm (AIE)

3D models,which are composedor virtual world scenes
will facea ratherunlimited numberof possibleoperations.
Oneof themostobviousoperationsywhenplacinganobject
in avirtual scenejs the (hon-uniform)scalingto its desired
size and shape Thereforerobustnesswith respecto affine

transformationshas beenthe designprinciple of the AIE

algorithm,which is outlinedin the following. The embed-
ding algorithmis basedon local applicationof the Nielson
Foley norm || - ||y asintroducedin 6. Lets repeatits defini-

tion for E2. The norm dependon data,namelythe vertices

Vi = (%,Yi,2):
IPI =P-n- VsV 71 PT

X=X yi—y
— X=X, Y2—Y
V= .
X=X Yo=Yy
w= 221X g T

(with P € E®).
We apply it on a setof n = 4 neighboredverticesV =
{V1,..,Va},Vi € R®. Next we define

My= 33V
Norm(P)? = |[P=My|Z (PeR®)

We usethefollowing relationshipin orderto changeanorm
valuefor the purposeof embeddingnformation,givenaver-
tex P e R notlying in a planewith verticesof setV:

Norm(P')?
Norm(P)2
If thedistanceof point P to centerof massM is changedy
factorl+ k, thenormvaluechangey factor(1+ k)2.

We subdvide the continuousone end open interval of
possiblenorm valuesinto intervals of lengthw whereeach
intenal has an associatedsalue: Let n be the numberof
bits we wantto encoddnto the normvalue.We numberthe
i-th intenal with i mod 2". If the valueval € {0,..,m— 1}
(m= 2") is to be embeddedwe changethe norm value,
suchthatit is moved in the middle of the nearestinterval
numberedvith val whichis illustratedin Figure 1.

P =My +(1+K)(P—My) = = (1+k)?

When choosingthe interval width w certain constrains
apply:

w ‘ w ‘ X > ‘ ‘ ‘ ‘ Norm-value
o] 1 2 63 0 1 63 Number of interval
0 1 2 63 64 65 127 128 Index of interval

Figure 1: Adjustmenbf a normvalue: Currentnormvalue
falls in interval with index 63 (m = 6= 64) andvaluel (6
bits) is goingto beencodedThenorm-values movedto the
middleof the neaestinterval numbeed with 1, in this case
interval with index 65.

Becauseof limited (fixed) precision of vertex coordi-
natesa certain robustnesdevel dictatesa minimum scale
factor(1+ kmin).

To guarantegk| > kyin (Movementby atleastoneintenal
assumedjor scalefactork we choose

w=N((1+kwin)> = 1)

Let N’ = N+ AN denotethe nav changechormvalue, AN
the appliedchange With w chosenas above the following
holds:

|AN| < ANvax = W(m/2) @
and
k| < /14 (ANwax/N) — 1

(1) holdssincewe can move from an intenal labeledwith
val to aninterval labeledwith val’ by addinganincrement
with |d| € m/2 (we excludethespecificcaseof thefirst m/2
intenals).

We requireto usethe sameinterval width in retrieving
andembeddingprocesssow mustbe derived from a value
not or only slightly affectedby the embeddingprocessit-
self. Furthermorev mustbe constangftersubsequerdffine
transformation®f the model.We simply derive the intenal
width w from the norm valueitself. First we normalizethe
normvalueN:

N=a-10"", 1<a<10i€Z

with 10 beingthenormalizatiorfactor Usingthisfactorwe
chooseanewn w as

w=b-10" ((1+kwin)* — 1) ")

with 1 < b < 10.b is calleda secet scalefactor. Givenan
AN=a-w, e.g.a € [-128.12§ for moving thenormvalue
into themiddle of the desiredintenal, the factorfor scaling
thedistancefrom pointP to M is calculatecoy

AN

1+ =

(1+k) = y

If wewantto usethe AlE algorithmfor secretvatermarks,
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e.g. for embeddingcustomerspecific serial numbers,sev-
eral parameteshouldbe derived from a secretkey. For this
reasonwe addedthe so called secet scale factor. It may
be necessaryo derive further parameterse.g. an offset to
kmin. Varyingtheseparametershroughtheembeddingoro-
cessis not possible sincetheembeddingrimitivesmustbe
assumedo be accessedn randomorder Theseprimitives
areexplainedin the next section.

2.3.1. The Embedding Process

Sy

Figure 2: Embeddingprimitive is constitutedby two start
faceswith verticesV = {V1,..,V4}.

In the embeddingprocess,an embeddingprimitive is
selectedas follows: first a single face with edgevertices
Vi,.., V3 is selectedNext an edgeadjacentfaceis selected.
Denotetheunsharedrertex with V. Thesefour verticesnow
constitutethesetof verticesV for thelocal calculationof the
normvalueNorm(P). They arenotallowedto lie in or close
to a plane.We ensurethis by requiringa minimumdistance
of thevertex V4 to the planeconstitutedoy V = {Vy, .., Vs}.
Next we build up two setsG; andG,: G; consistof all ver
ticeswhich areadjacento exactlyonevertex of V. G, con-
sistsof all vertices,which areelementof afacethatis edge
adjacentio oneof the startfaces.f |G1| < 4 and|G| < 4
we setG ;= G UG elseG := mim<i<2{Gj | |Gi| > 4}. I
|G| < 4 werejectthestartfacescombination Figure2 shavs
aembeddingrimitive whereG equalsG,. Next we partition
Ginin four sub-setgs, .., g4 With equalnumberof elements
(if possible).Theinformationis embeddednto the vertices
of g1, .., 04 asfollows:

group embeddedits

g 00 Is s I3 Iz

g2 01 13 lo Dg Ds
g3 10 D7 De¢ Ds Dg
g2 11 D3z Dz Di Do

In thisexampletheglobalbit stringto beembeddethasbeen
splitinto fragment=f length10 bitseach An index valueof
length 6 bit is usedfor addressinghesefragments,so the
lengthof theglobalbit stringis limited to 640bits. Thefirst
two embeddedbits areusedfor orderingthe partsof databits

(© TheEurographic#\ssociationandBlackwell Publisher2000.

andindex values.ls, .., lg is the 6 bit index value, Dy, .., Dg
arethe 10 databits.

Eachfragmentis embeddednultiple times(in currentim-
plementationwe embedthreetimesby default) in the way
described Adjustedverticesand verticesof startfacesare
marked as"visited" andusedonly once.

2.3.2. The Retrieval Process

In the retrieval processwe iteratethroughthe setof faces.
For eachfacewe testedgeadjacenfacesfor beingthe sec-
ondstartfaceof anembeddingrimitive: We againcalculate
vertex setsgy, .., 04 asdescribedn the embeddingorocess
andretrieve theembeddedbits for eachvertex. If eachof the
order bits (00,01,10,11)ccursat leastonceand the same
orderbits arefollowed by the samebit-pattern,we storethe
retrieved pattern(index anddatabits) in a globalhashtable.
After testingall relevanttwo facecombinationsthepatterns
with mostoccurrencesor anindex constitutethe retrieved
bit string. The term relevantindicatesthat only a subsetof
thefaceswith certaincharacteristicenaybeusedin theem-
beddingprocessandthereforebe consideredas candidates
in retrieval processHowever thesecharacteristichave to be
affine invariantones,e.g.basedon connectity. In the cur-
rentimplementationwe rejectfaceswhosenumberof edge
adjacenverticesexceedsa certainlimit. Pleasenotethataf-
terwe testedthe startfacecombinationfy, f, we don't need
totestfy, f1.

If meshesconsistof several planarfacesof more than
threevertices(e.g. quadrilateralspur schemecould either
ignore embeddingprimitives for which at leastone vertex
is part of non-triangularfaceor we could apply following
technique:

e Two edgeadjacentplanarpolygonscanbe corvertedto
triangularstartfacesby connectinghe sharededgewith
their centerof mass.

¢ Assumethe facesof setPS= {P;,..,Pn} areadjacento
the startpolygons.Next we remove facesthat are adja-
centto a polygon P which is not a triangularface and
not elementof setPS For the remainingfaceswe build
vertex setsVS= {S, .., Sn} by applyingfollowing rules:
The verticesof adjacentco-planarnon-triangularfaces
aregroupedtogether while the verticesof adjacentnon-
triangularandnot co-planarfacesareremoved. A vertex
sharedbetweena triangularandnon-triangularffaceis as-
signedto the vertex setof thelatter one.Pleasenotethat
setsdo not containverticesof the startpolygons.We em-
bed a value using vertex set§ by moving the centerof
masscalculatedover all verticesof § (moving the center
of massby vectord meansmoving all verticescontritut-
ingtoit by J).

This schemecopesonly with "infrequently" appearingion-
triangularfaces.

An interestingpoint stemsfrom the fact that the affine
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invariantnormis applicableto vectorspace®f arbitrarydi-
mensionsAs in theVFA casetheAlE algorithmisin prin-
ciple applicableto watermarkingn R?, e.g.bitmapimages
corvertedto vectorrepresentation.

2.4. The Normal Bin Encoding Algorithm (NBE)

Thealgorithmaspublishedin % 2 allowed the embeddingpf
asecretvatermarkwith robustnessgainsicomple« geome-
try andtopologychangingoperationsiostnoticeablypoly-
gonreduction.The algorithmwasof the forensictypesince
it requireduserinteractionat retrieval time. The userhadto
recognizeéhemodelandto seleciafeaturevectorof theorig-
inal, thenretrieve the watermarkby comparingfeaturesof
original andwatermarlked copy. In this paperwe describea
variantof theNormalBin Encoding(NBE) algorithmwhich
embeds 1-bit watermarkanddoesnotrequireknowledgeof
apriori dataexceptthe secretkey atretrieval time. Next we
describehow the watermarkdetectoris realized.Finally we
give a stepby stepdescriptionof the optimizedembedding
algorithm,for which computationatostsweresignificantly
reduced.

2.4.1. The One-Bit Watermarking Scheme

For the proof of ownershipon Mulitmediadatathe exploita-
tion of statisticalpproachefr theembeddingf asocalled
One-Bit watermarkis widespreadDespitethe first glance
drawbackof limited capacity the methodshaws variousad-
vantagesand hassuccessfullypbeenusedfor proof of own-
ershippurposesn a numberof applications 1°. The water
markingtechniquepresentedn this paperhasbeeninspired
from earlierwork % 2 andis basedn distinctbundlesof sur
facenormals(bins) andis thereforecalledNormal Bin En-
coding(NBE). Eventhoughour approachwith binsasem-
beddingprimitivesprovidesdueto thelimited resolutionof
thesubdvided unit sphereonly arestrictechumberof infor-
mationcarrierunits, we cantransferthe statisticalapproach
to ourgeometricproblem.

We subdvided the gaussiansphere into Ng non-
overlappingbins. Eachbin is uniquelydefinedby abin cen-
ter normal and a boundaryangle @. A bin is assignedall
modelface normalswhoseangleto the bin centernormal
is lessor equal @. For the testsperformed,we used100
equallydistributedbins,non-overlappingwith radius12 de-
gree each.Denotethe numberof normalssampledto bin
with index i with n; (1 <1 < Ng), thesamplechormalswith
Nij (1<) <m).

Basedon a secretkey, we generatewo disjunct setsof
bin indices,M; = {my1,..,mp} and My = {mpy, .., M},
eachconsistingof n = Ng/2 elements.In the embedding
processwe try to move normalscontainedn bins of setM1
towardsthe accordingcenter Normalsin bins of setM, are
notchangedy intention,althoughthey maychangen order
to optimizenormalsof the otherset.

In the retrieval processwe apply a thresholddetector
which, givena secretkey Ks, outputsa value estimatingthe
probability of the casethe modeldoesnot containthe sus-
pectedvatermarkGivenN keysKs,, .., Kg, Of suspectetva-
termarks the detectortells us which one of the watermarks
is containedn themodelwith highestprobability

Denotethe meanangulardifferenceof normalsin bini to
theircentemormalwith Vi, thedifferenceswith Xjj (1< j <
ni).

Y = Xi1+ ...+ Xin,
n;

In orderto apply a statisticallybasedmodel we allow the

appoximatingassumptionthatfacesareequallydistributed
in their representatiowith their normalson the unit sphere.
Underthis assumptiorwe canconsiderthe angledifference
X;j of anormalto theaccordingcentemormalasa statistical
sample.More precisely:Let us assumethe X valuesfor

all bins areidentical distributedwith unknavn meanvalue
andvarianceandunrelatedNext assumeve have obsered

meanvalue m andvariances’ from Y; valuesbelongingto

Ma2. Applying thecentrallimit theoremthevariableZ with

Yi+...+ Y
n

Z_:

is N(m, £) distributed(for m>> 30).
Next we calculatethe valuemy ands? from the; of setM»
andm, fromthe; of setM4. The probability

M — My )
V& n/m

canbeinterpretedasfollows: It tells how likely it is, to ob-
sene the currentmeanvalue deviation for setsM1 and M,
evenif no modificationswereappliedto setM; (falseposi-
tive rejection).The lower the probabilitythe morelik ely in-
tentionalmodificationswere appliedto normalsof bins of
setMy.

P = a(

Therearereasonsvhy the detectoris not mathematically
sound:

e The X;j arenot identically distributed. The directionsof
facenormalsof a modelaregeneratedn a humandriven
(nonrandom)constructiorprocess.

e Theitems (normals)of a bin are related.The facesbe-
longing to normalsof the samebin, are locatednext to
eachother(or near)with high probability

e bothsetsM1, M, may containnot enoughelementg>>
30 demandedor applyingcentrallimit theoremwe used
50in tests).

Sowe still have to definethetermwell conditionedmod-
elswith respecto this detectorandto prove thatthesemod-
elsmeettheassumptionsegardingidenticaldistributionand
independencef facenormals.

In teststhe generatiorof setsM1 and M, wassecretkey
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dependedOf coursewe could derive additionalparameters
from thatkey, e.g.bin centernormal (position)andbound-

ary angleof binsto increasemixing of alteredanunaltered
normalsin binsgeneratedor differentkeys.

2.4.2. The Optimized Embedding Algorithm

Denotethe setof modelverticeswith V. The generalstruc-
ture of theembeddingorocessn pseudocodeés:

for (i=0;i<numlterations;i++)
for eachve V do
optimizeértex(v);
lower tolerances;

}

In optimize¥rtex(), the optimal normal valuesfor adja-
centfacesof v which arecontainedn binsof setM1, achie/-
ableby displacementsf v, arecalculatedWe definea func-
tion to be minimized which gives the squareddistanceto
theseoptimalvaluesfor agivendisplacemenof v. We calcu-
lateagradientrom thisfunction.Sincethenegative gradient
directionmay not a valid directionwith respectto restric-
tionsregardingtoleratednormalchangesye apply a linear
simplex for calculatinga valid searchdirection closeto it.
Next we calculatethe optimal vertex displacementn this
directionfulfilling therestrictionsWe will now presenthe
necessargtepsfor optimizingavertex vin detail:

M dz

E> R

p’

=

Figure 3: Whenvertex v is moved,the anglebetweerplane
z = 0 andthefacenormal of triangle consistingof vertices
a,bandc changesandcanbeexpressedn termsof distances
of vto planesk; andE,.

Vertex v is goingto beoptimized.Let f beafaceadjacent
to v andconsistingof verticesv, a, b. Furtherassumdace f
is assignedo a bin containedn setM; with bin centemor
mal Ng. Now assumdacef hasbeentransformedasshavn
in Figure3. If v is moved, the normal of thefaceN rotates
aroundthex-axis. Theangulardifferencea of f normalbe-

(© TheEurographic#\ssociationandBlackwell Publisher2000.

fore andafterthe movementcanbe calculatedasfollows:
Eliﬁl*i—dlzo
E2:ﬁ2*5<'—d2:0

_ ﬁl*i—dl
M= A e %= d
a = atan(m)

d; andd, are0 in theactualcase put we will transformthe
whole problemlater, so just keepthesevariables.The de-
nominatoris always> 0 becauseur restrictionsassurehe
normalchangeof facef to belessthan90 degreesNext we
calculatethe Taylor approximationT (X, Y, z) of first degree
for m at positionv = (vx, vy, Vvz). Now assumetherearen
faceadjacento vertex v which are containedn bins of set
M1. We getaccordingTaylor approximationd, .., Tn. Next
assumehatthefacenormalsshouldbe pushedowardstheir
accordingoin center(facesn binsof setM, don't contribute
to global function to minimize). We calculatethe optimal
valuea® (m*) for eachcase,that meansthe angle,which
moves the facenormal N (which is (0 1 0)) closestto the
accordingbin normalN.

1 0 0
Rdx(a)=|0 com —sina
0 sina  coxx

0
o* = o that minimizes|Ng — Rax(a)* [ 1
0

m* = tan(a™)

Now we assemblehe globalfunctionto minimize:

n

Fvin(R) = _ZO(Ti(X') —m)?

=X'CX+p'X+c¢
Next we calculatethe gradientof Fy:

v = (TR T T

The gradientpointsinto the direction of the largestascend
(possibly not leadingto a global maximum)from point v
sowe have to continuein direction — 57 Fyn in orderto
minimize the the function. Sincethis direction may not be
valid searchdirectionwith respecto certain(to be defined)
restrictions,we wantto apply a gradientmethodin which
a valid searchdirectionis calculatedusinglinear program-
ming (simplex). We now facethe problemthat the simplex
implementatiordoesonly work with non-ngative variables.
We solve this by transformingour problem,so — 7 Fuin(V)
(normalized) points in direction (\/ié \/ig %) (vertices,
planes,Ti’s and Ry n arere-calculatedaccordingly).Addi-
tionally we assurehatv is placedin the origin.

Next we calculatethe restrictionsusedin optimization
processTherearefour differenttypesof restrictions:
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1. new facenormalis not allowed to deviate by morethan
a4 from original facenormal

2. new facenormalis not allowedto deviate by morethan
o> from bin centernormal(to stopnormalfrom leaving
bin)

3. new facenormalis not allowed to deviate by morethan
a3 from currentfacenormal(“cool down™)

4. thevertex v is notallowedto move by morethandmaxin
ary direction

For eachfacetwo angles,timin and dmax (Omin < 0max)
arecalculatedor whichthefacenormalN (seefigure3) sat-
isfiestherestrictionwith equality Next, the maximumamin
and minimum omax are calculated Denotethesewith oy,
andminimum dfhax the accordingm-valueswith mjy,;, and
Miax This givestwo restrictions:

(ax+by+cz+d) — mhadex+ fy+gz+h) <0
—(ax+ by+ cz+d) + mpin(ex+ fy+gz+h) <0

Thelasttypeof restrictionis addedas(sincewe have assured
v=(0,0,0), andall variablesare > 0:

X < dmax

y < dmax

z < dmax
No we optimizethesystemFirstwe searctfor avalid search
direction. The value— 57 Fyn(V) may notyield a valid di-

rection.In this casewe apply the simplex methodto find a
valid onecloseto it.

maximize — vFN”N(V)TJ
ald+¢ <0
d<1
with m restrictionsexplainedbeforeas a’s. We usethe
|| ||oo insteadof || - || to getlinearrestrictions.

Next we have to find out how farto goin thevalid direc-
tion to gettheminimumof Fy N (withouttakingrestrictions
into consideration):

-

Fuin(ad) _ sudTcd +d™ =0
da
—d"a
0= —S——=
2dTcd
ORI (o) _ o dTed s dT — o
da
—d"a
0= —S——=
2dTcd

In the last step,we searchfor the largesta” < a which
satisfieghe constrains:
aa'd+6<0
aad <5
ald

o' = max{min{a, 7=} | 1< i< m}
a'd

Next v is replacedby (re-transformed)’” - d and the
currentnormalsof facesadjacento v areupdated.

In testsperformedwe only appliedoneiterationof theal-
gorithmin combinationwith restrictionsof thefirst, second
andfourthtype.

3. Implementation and Results

All threealgorithmspresentedn this paperhave beenim-
plementedasthe Geomarkwatermarkingsystemasa utility
pluginfor 3D StudioMAX R2.5.Thewatermarkingplugin
accessesbjectsafter they flowed down the pipeline asso-
ciatedwith their scenenodeand corvertsthemto triangle
representationising3D Studioin built functions.A Nurbs-
basedbjectfor exampleis replacedwith atriangularmesh
representatiomfter watermarkembeddingFigure 4 shavs
a snapshobf the plugin whenretrieving an AIE watermark
(bitmap).

s oot Loy Licpern &sen Lencm szt Lk
oSS o T | e S e =7 |

=

Figure 4: Sceenshobf the Geomarkplugin.

Thethreewatermarkingalgorithmspresentedltervertex
coordinate®nly, andthusonly affect the geometrychannel
of the renderingpipeline. They dont changeconnectiity
or topology with one exception:No testsfor self intersec-
tion of facesduemovementof verticesareperformedfor all
threealgorithms.This of coursehadno impactfor the tests
performed.Thesecharacteristicallow usto presere scalar
attributesascolorstexturizationjust by copying themfrom
the original to thewatermarled versionof amodel.

The plugin utilizes its own mesh, matrix and vector
classes.lt operateswith double floating point precision,
while 3D Studio MAX operatesonly with single precision
(24 bit mantissa$.92 decimaldigits). To clarify: The wa-
termarksgeneratedare stablefor single point precisionor
less(customizable)For example,the AIE watermarksem-
beddedn experimentswereembeddedor a precisionof 6
decimaldigits.

(© TheEurographic#\ssociationandBlackwell Publisher2000.
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3.1. Practical Experiments

First we embeddedan NBE watermarkinto eachmodel.
We setrestrictionsregardingtoleratedvertex displacements
and normal deviations by handto assurethat there was
no visual impact. Then we addedan AIE watermarkcon-
sisting of a bitmap of 15x11 bits size. We encoded24
Bits in eachAIE embeddingprimitive, giving 16 Bit ca-
pacity per primitive from which we used 6 Bits as in-
dex. Each fragmentof the global bitstring was embed-
dedthreetimes. Finally we embeddeda label with VBA.
It consistedof the text "This is a demonstration<If>of
stacled watermarks for the<If>eurographics2000 con-
ference<If>http://wwweg.org/EG2000/<If>",which is 109
bytes.We embedded. bit perintenal. The total numberof
embeddedbits was888 (including 8 bit leadin-andleadout-
valuesprecedingandfollowing the databits). The left im-
agein first row of Figure 6 visualizesthe verticesencod-
ing watermarkbits (pleasenote that verticesof AIE and
VBA do overlap). The secondand third rows in Figure 6
shav theothermodelsusedn testsafterembeddingll three
stacled watermarksIt shouldbe stressedhat we achieve
"non-interferencedf watermarksimply by applyingdiffer-
entembedding-strength{lerancesegardingvertex move-
ments)for thealgorithms.
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Figure 5: Image showsdetectorprobabilities with respect
to outputsfor 500 randomgenegrted keys for watermarled
copyof theviper model.

We found AIE andVBE watermarksarein no way per
ceptibleandAlE withstandsaffine operationsxemplifiedin
rightimagein first row of Figure6, sowe concentratéurther
testson evaluationof the NBE algorithmsdetectorWe per
fomedtestsusing two decimationimplementationsgslimP
andplycrund whichis partof the SimplificationEnvelopes
distribution®, capableof handling non-2-manifoldmodels.
We appliedthefirst one,for gettinga measuref robustness
with respectto sophisticatedsimplificationwhile the latter
onegivesameasurdor robustnessvith respecto mostsim-
ple schemesin this casenearbyvertex collapsing.Theorig-
inal probabilitiesyielded by the detectorarelisted in Table
1. Table2 liststheprobabilitiesafterapplyingqgslim Table3

(© TheEurographic#\ssociationandBlackwell Publisher2000.

for theplycrund case.

Thedetectogivesameasuref deviation of thetwo distribu-

tionsassociatedvith the two setsM; andM,. An important
issueis how the detectorreactsto randomkey patterns.n

Figure 5 we plottedthe detectorsoutputfor 500 randomly
generatedkeys for the original watermarled copy.

Summarizinghe results,AIE andVBA provedto be ap-
plicable,while the NBE detectorequiresmorerefinement.
Thereare several possibilitiesfor enhancementdzirst the
mixturebetweersetsM; andM, canbeincreasedy gener
ating bin positionsandsizesfrom the secretkeys (we used
fix valuesin testsandjust partitionedthebinsto setsM; and
M, basedon the private key). Secondwe might get more
robustnormalsif the whole algorithmoperateson a coarser
level of approximatiorof amesh(seeSectionbs).

No Model vertices faces  orig. probability
1 cow 6083 12075 3.241080E-45
2 skateboard 23584 46785 1.486888E-10
3 bunry 22610 44622 1.709180E-22
4 viper 20759 38732 9.982807E-23
5  bridge 16177 24714 3.536744E-22

Table 1: Modelsizeandoriginal detectorprobability.

No reduction vertices faces probability
1 25% 1550 3000  8.778222E-09
1 8% 545 1000  2.775433E-05
2 11% 2694 5000 4.116683E-13
2 4% 1183 2000 1.427411E-06
3 45% 10235 20000 1.750314E-10
3 34% 7720 15000 8.759356E-07
4 26% 6222 10001 4.230604E-22
4 15% 4084 6001  5.942947E-05
5 61% 10162 15000 4.529004E-06
5 40% 7042 10000 7.861884E-01

Table 2: Detectorprobability after applyinggslim.

No reduction vertices faces probability
1 2% 1540 3504  2.292422E-11
1 23% 1257 2819 1.599228E-07
2 60% 13522 27995 7.196427E-11
2 44% 9683 20599 2.588654E-07
3 7% 17237 34311 2.608362E-10
3 58% 12944 25816 1.937350E-05
4 37% 7486 14435 2.379935E-12
4 31% 5895 11822 1.139079E-05
5 78% 10837 19299 1.057597E-08
5 67% 9164 16471 5.908176E-04

Table 3: Detectorprobability after applyingplycrund.
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4. Blind Detectionof Watermarks

TheAIlE andVFA algorithmsallow for completelyblind de-
tection.For VFA, thespecification®f the starttrianglemust
be known to the detector e.g. hardcodedFor AIE param-
etersare hardcodede.g. numberof index and databits in

embedding-primitie) or arederived from a secretkey (e.g.
secretscalefactor). The NBE One-Bitvariantrequirespre-
processingrior to watermarkretrieval:

e orientationwith respecto original
e consistenhormals
e matchingoriginal with respecto affine transformations

Our currentwork covers an approachto orient the model
with respectto the centralmomentsIf the reorientationis
not preciseenough,more orientationscan be testedbrute
force(detectovaluedecreasesearcorrectorientation).The
normalsof faceswverely ondonotneedo becorrectin terms
of infoutwardsbut we requirethemto have sameconsistent
direction(in/outwards)in retrieving processandembedding
processWe orientthenormalssimply by castingaray from
facemidpointto the centerof massof themodelandchoos-
ing the normalwith minimum angleto this ray. If the wa-
termarled copy undegoesaffine transformationstherthan
uniform scalingor non-uniformscalingwith smalldeviation
in scalingfactors,we needto remove the applyingtransfor
mationprior to watermarkretrieval. The AIE watermarkcan
carry informationfor supportingthis processhut it is lost
in remeshing-operation&o for a modelto which polygon
reductionand affine transformationhave beenapplied,we
fall backto aforensicdetectiorsincewe requiretheoriginal
modelfor reversal.

5. Conclusionand Futur e Work

We presentea public watermarkingscheme)/FA, suitable
for authenticatingnodelsto a userwith zeroa priori knowl-
edge.As outlined,the VFA algorithmis applicableto non-
manifolds and even to the generalcaseof n-dimensional
point clouds.The AIE schemeextendsthe classof meshes
that can be embeddedvith affine invariant watermarksto
non-manifoldsvith thepossibleextensiorto processneshes
containingnon-triangularplanar faces.The schemeis by
natureapplicableto vector spacesf arbitrary dimensions,
mostinterestinglyof dimension2 (e.g.bitmapimagescon-
vertedto vectorrepresentation)-inally the described\BE
algorithm takes a steptowardsthe realizationof blind de-
tection of robust watermarkssinceit only requiresa secret
key for testingthe watermarkspresenceThroughstacking
of all threealgorithms(first applying NBE, then AIE then
VFA), we achiere labelingin combinationwith modelau-
thenticationand watermarkgesistanteither to affine trans-
formationsor polygon reduction.As explainedin Section
2.4.2 in NBE verticesare optimizedtaking only local fea-
turesinto accountVertex movementis restrictedby general
tolerancesandtoleratednormal differencesof vertex adja-
centfaces.For now, the NBE algorithm works bestwith

alreadypolygonreducedmodels,which possessarger an-
glesbetweenadjacenfaces.To copewith highly tesselated
smoothmodels,our currentwork follows the multiresolu-
tion approachof Praunet al. 10 in the sensethat we want
to applyNBE to acoarserepresentationf a meshwhichis
corvertedbackto full resolutionafterembedding.

Origins of modelsusedin experiments

The skateboardcreatorPhilip van Hoof) modelwasdown-
loadedfrom avalonl.vievepoint.comyiperandbridgemod-
els from www.3dcafe.comthe bunny model from www-
graphics.stanford.edu/data/3Dscanréphe Stanford 3D
Scanningepository)andthe cov modelfrom sweeet.com.
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1

Figure 6: Firstrow: In theleft image verticesencodingAlE (left cow)and VFA (right cow) watermarksare highlighted.For

AlE, start faceverticesare highlightedwith greencolor. Pleasenotethat the watermarksdo overlap. Theright image shows
effectsof variousaffine transformationsfor examplethe leftmostcow s resultof non-uniformscalingfollowed by shearing

In all casesthe AIE watermark(15x11bitmap)wasstill present.Secondand third row: Modelsof testcasesLeft modelis

original, right (front) modelis copywatermarled with all threealgorithms.
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