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Abstract
We describea Digital Watermarkingsystemdedicatedfor embeddingwatermarksinto 3D polygonalmodels.
The systemconsistsof three watermarkingalgorithms,one namedVertex Flood Algorithm (VFA) suitablefor
embeddingfragile publicreadablewatermarkswith highcapacityandofferinga wayof modelauthentication,one
realizingaffine invariant watermarks,namedAffine Invariant Embedding(AIE) anda third one, namedNormal
Bin Encoding(NBE) algorithm, realizing watermarkswith robustnessagainst more complex operations,most
noticeablypolygonreduction.Thewatermarksgeneratedby thesealgorithmsare stackable. We shortly discuss
theimplementationof thesystem,which is realizedasa 3D StudioMAXplugin.

1. Intr oduction

Researchon digital watermarkingtechniqueshasfor a long
time focusedon the mediatypesimages(bitmaps),audio-
and video data.In contrastto bitmap-baseddata,the data
typesin a variety of fields are vector based,including 3D
virtual environmentsrepresentedby VRML scenesand2D
vectorgraphicswhich arepartsof PostScriptandPDFdoc-
uments.

The recentpublication1 was the first publication in the
field of watermarking3D polygonalmodelsconcernedwith
theproblemof realizingwatermarksthatwithstandremesh-
ing operationsin general,polygon reductionin particular.
For VRML-scenedesigners,polygon reduction is an op-
erationfrequentlyperformedto achieve pleasantrendering
speeds.The centralideato achieve independenceof a par-
ticular meshrepresentationwas to partition a modelsface
normalsinto distinct bundlesand then to modify the nor-
malsby vertex movements,soeachbundle(or bin) encodes
a valuewith respectto a particularfeature.In 1 the feature
usedwasthemeanangulardeviation of bin contentsto the
bin centernormal,in 2 we addedasa featuretheratio of the
numbernormalswithin aspecificangleto thebin center, this
regionwascalledkernel, to thenumberof normalsof thebin
notwithin thisspecificangle.
Thewatermarkingsystemoutlinedwasof the forensictype
sinceit requireduserassistancein watermarkretrieval:

� In retrieval of thewatermark,thefeaturevaluesof thewa-
termarkedcopy andtheoriginal arecompared.Theorig-
inal (or a featurevector)hasto be accessibleat retrieval
time.� Theuserhasto choosethecorrespondingoriginal model
from a databasesinceno automateddatarecognitionand
retrieval systemmayassumedto bein place.� Sincethe featuresare orientationdependent,the water-
markedcopy hasto bereorientedwith respectto theorig-
inal prior to theretrieval process.

In context of secretwatermarks,onemayaccepttheburdens
associatedwith a forensic technique,computationalcosts
and requireduser interaction,if the algorithmsoffers suf-
ficient robustnessfor embeddinginformationrelatedto cus-
tomertracingor proofof ownership.

1.1. RelatedWork

Praunet al.10 presenteda forensic techniquesuitable for
embeddingsecretwatermarks.It is driven by multi resolu-
tion theory, detailpreservingandgenerallygeneratessmooth
meshes.Due to constructionof filters appliedto the mesh,
the changesaffect the overall sweepof surfaces.The algo-
rithm requiresuserassistancein retrieval process,at least
for recognizingtheoriginal model.Positionandorientation
of original andwatermarked copy mustbe the samein or-
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derto comparefeaturevalues.Thematchingprocess,which
involvesremoval of affine transformationsis currentlynon-
automated.

Most practicalapplicationshowever will demanda more
convenientway, to extract watermarks.Thereforewe pro-
posewith our approachthe realizationof a blind detection
concept:We extendedthe NBE algorithm publishedin 1� 2
for embeddingof a OneBit watermarkwhich requiresno
knowledgeof a priori dataat retrieval time excepta secret
key. As before,for retrieval, thewatermarkedcopy hasto be
reorientedwith respectto theoriginal but therearepossibil-
ities for performingthis stepin anautomatedway.

Ohbuchi et al.8� 9 presentedthefirst algorithmfor embed-
dingaffine invariantwatermarks,namedTetrahedral Volume
RatioEmbedding(TVR). Theaffine invariantfeaturesused
were ratios of volumesof tetrahedronsgeneratedof three
"neighbored"trianglesalongasequenceof triangles.It is re-
strictedto thecaseof orientable2-manifolds.Sincegeomet-
ric measurescannotbe supposedto be stableif the model
undergoesscaling with largely deviating factorsor shear-
ing, thealgorithmconsequentlyrelieson topologyfor gen-
erating/findingthementionedsequence,for which thereare
ambiguitiesin caseof non-manifolds.It is furthermorere-
strictedto meshesconsistingentirelyof triangles,no planar
polygonswith more than threeverticescan be processed.
The TVR algorithm offers high capacity. In this paperwe
proposeamethodnamedAffine InvariantEmbedding(AIE)
which is applicableto thegeneralcaseof non-manifolds.

TheTriangle Similarity QuadrupleEmbedding(TSQ)al-
gorithmaspresentedby Ohbuchi et al.8� 9 canbeappliedfor
embeddingpublic watermarks(or labels).It can be easily
extendedto thenon-manifoldcasebut is restrictedto water-
markingof meshesconsistingentirely of triangles.For the
purposeof authenticationof models,it lacksthe important
propertythatseveralwatermarksof theTSQ-algorithmcan-
not "cover" all verticesaswe will explain later.
We developedan algorithm for the purposeof embedding
publicwatermarkswith optionalmodelauthenticationcalled
Vertex Flood Algorithm (VFA). Our algorithmhasthe fol-
lowing benefits:If required,e.g. in generalcaseof water-
markingpoint clouds,it operatesby taking only vectorco-
ordinatesinto account.Otherpropertiesplay a role for the
purposeof modelauthentication:Restrictionsregardingthe
maximumallowedvertex displacementscanbeassured,the
algorithmis fragileandcantakeall verticesof meshinto ac-
count.
Boon-LockandMinerva3 publishedthefirst work concerned
with theproblemof authenticityandintegrity protectionfor
3D polygonalmodels.Using their schemeone can verify,
in knowledgeof a secret verificationkey, if the modelhas
beenmodifiedafter embeddingof a fragile watermark(ge-
ometricor topologicalmodifications)if a constantreference
watermarkis used.Thealgorithmis evenableto narrow the
vertices/regionsthathave beentamperedwith. In contrastto

their work, we target for a differentapplication:Assumea
userdownloadeda model from the internetand is curious
aboutlicenseconditions:He wantsto extract the following
information from the modelwith zeroa priori knowledge:
Proofof the identity of thecreator/licenseholderof theob-
ject, proof that the object hasnot beentamperedwith re-
spectto certaintolerances,e.g. truncationof mantissasof
vertex coordinatesin effect of format conversionsshould
be toleratedup to a certainamount.So in contrastto their
work, in our solutioneveryoneis ableto retrieve thewater-
mark, get knowledgeof the contentand even positionsof
thewatermarkbut is not ableto alter the model,exceeding
specifiedtolerances,without removing proof of authentic-
ity/ownershipandintegrity.

2. The Watermarking Algorithms

2.1. GeneralPhilosophy

Watermarkingtakesplaceasthelaststepin therefiningpro-
cessof a modelor virtual scene.The topologyandconnec-
tivity of the object to be watermarked may be the resultof
thecreatorsintentionsandefforts or (partially) resultof an
automatedprocess(e.g. the outcomeof a photogrammatic
processor free-form-basedsurfacesconvertedto triangular
meshes).Dependingontheapplicationthemeshto bewater-
markedmaybesubjectto certaintolerancesandrestrictions
for examplerestrictionsregardingtopologychangesandver-
tex displacements.Certainattributesmaybeassociatedwith
the vertices(colors),which may be difficult to maintainor
reproduceif generalre-meshingis appliedin thewatermark-
ing process.

Thereforewe restrictour algorithmsto altervertex coor-
dinatesonly. Connectivity andtopologyremainsunchanged.
The algorithmsallow fine control over vertex movements.
Furthermorewepreserveall scalarattributesassociatedwith
objects(colors,textures,visibilitypropertiesetc.)andgroup-
structureof singleobjectsandtheoverall scene.

The hybrid approach,presentedin this paper, is based
on threewatermarkingalgorithmsnamelya Affine Invariant
Embedding(AIE), NormalBin Encoding(NBE) andVertex
Flood Algorithm (VFA) that are undercertainrestrictions
non-interferingandthusstackable.All of themareable to
processobjectsconsistingof:� several(small)unconnectedmeshes� meshesthatarenotmanifold� meshesincludingdoubledfaces� meshesincludingdegeneracies(small facesandangles)

All threealgorithmswill besketchedin thenext Sections.

2.2. Vertex Flood Algorithm for Model Authentication
With EmbeddedPublic Watermarks

In orderto satisfythedemandfor modelauthenticationwe
developedthe so calledVertex Flood Algorithm. Basically
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thealgorithmmodifiesvertices,sotheirdistancesto thecen-
ter of massof a designatedstart triangleencodethe water-
mark bits. Exceptfor the start face,the algorithmoperates
solely on verticesanddoesnot take further topologicalre-
lationshipsinto account.It doesnot requireconnectivity of
thefacesin theinputmesh.
Let combethecenterof massof thestarttrianglewith edge-
pointsS ��� s1 � s2 � s3 	 . Next we populatethesets

Mk �
� v � V � S 
 k ��� � v � com�W ��� k � 1	
for 0 � k � N ��� r

W � . r is themaximumalloweddistanceof
a vertex v from comto beconsideredfor embeddingwater-
markbits.Thewidth of eachinterval associatedwith asetis
W. Next weloopthroughthesetsM0 to MN, skippingempty
sets.Theverticesof eachsetaremodifiedin orderto embed
m � 2n bits. Eachsetcoversan interval of lengthW. This
interval is subdividedasfollows:

buf I0 � � � Im� 1 buf

For embeddingthevalueval � 0 � val � m � 1� , thedis-
tanceof eachvertex in thesetto comis modifiedsoit comes
to lie in the middle of sub-interval Ival. The purposeof the
two intervals namedwith buf is to prevent modificationsof
verticesin oneinterval from causingeffectson theembed-
dedvaluesin otherintervals.
In theretrieval process,themeandistanceof all verticescon-
tainedin aninterval canbeusedfor decodingtheembedded
bitsor thesub-interval containingmostof theverticescould
be chosen(majority voting). This way the robustnesswith
respectto randomizationof singleverticescanbeincreased.
Thevaluesr andW arederived from the starttriangle.For
fast lookup of the start trianglewe demanda certaintrian-
gle edgelengthratio 1 � R1 � R2 for it. We choosethe tri-
angleclosestto this ratio as start triangle andmake it the
perfectmatch.Thewatermarkembeddedis fragile, sinceit
is very sensitive to displacementsof vertices,in particular
of thestarttrianglevertices.The interval width W is calcu-
latedby 1� 3 � e1 � e2 � e3 � , with ei � 1 � i � 3� beingtheedge
lengthvaluesof thestarttriangle.

Comparingour schemeto the perhapsmost simple ap-
proachin whichverticesof amodelareorderedby valueand
watermarkbits areembeddedin the leastsignificantbits of
vertex coordinatemantissas,we find following advantages
of ourscheme:� In thesimpleschemeweneedto reverseapplyingorthog-

onal transformations,becausetranslation,rotation and
uniform scalingaffect mantissabits of coordinates.Our
schemeis notaffectedby orthogonaltransformations,nei-
thertheorderingof vertices,nor theembeddedvalues.� Our schemeallows embeddingof watermarkslocally. Of
course,for our method,closenessdependsentirely on
euclidiandistanceswhich, if no further precautionsare
taken,causesspreadingof watermarksover unconnected
partsof a model.

2.2.1. Realizing Model Authentication

We provide optionalmodelauthenticationby applying the
following steps:

1. First we choosethe maximumdistance,verticesareal-
lowedto move without disturbingthefragile watermark.
Fromthisdistance,wederiveaccordingedgelengthsand
makethetriangleclosestto theseedgelengthstheperfect
match(ratio & edgelength).

2. Next we build up a string to be hashedfrom the usual
labelingandcertificateinformation.The latter onemay
consistof the object creatorscertificate(we apply the
RSA scheme,certificatesare in X509v3 format), or in
caseswhereonly small capacityis provided, issuerand
subjectdistinguishnameof thecertificateor just a web-
link for downloading/lookupof the certificate.Next we
iteratethroughtheintervals( it shouldbenoted,thatthere
areno buf namedsubintervals usedfor modelauthenti-
cationandthelast interval encodesbits).For a sequence
of empty intervals, we add their numberto the string.
For eachnonemptyinterval, we appendthe numberof
verticesin the interval, the sumof the numberof faces
andedgesadjacentto eachvertex in the interval to the
string.Thefinal stringis hashedwith acryptographicse-
cure hashfunction (SecureHashAlgorithm, SHA) and
signedwith theprivatekey of thecreator.

3. Finally we embedthe labeling info, creatorcertificate
info (issuerandsubjectdistinguishnameor URL point-
ing to certificate)andthesignedhashvaluein theusual
way, encodingonebit per interval if possible(depends
on capacityrequirements).Thewhole embeddingstring
is appendedto itself until it’ s lengthmatchesor exceeds
thenumberof nonemptyintervals.

The recipientof the model retrieves the labeling info and
certificateinformation,calculatesthehashvalueandverifies
thesignature.This schemedetectsremoval of a singlever-
tex, displacementof thevertex exceedingthespecifiedlimit
andchangesin connectivity of the mesh.Generatinga dif-
ferent(faked) meshthatcanbeauthenticatedwith thesigned
hashvalueof anothermesh,shouldbe a hardtaskbecause
of the sharprestrictionson point-densityandconnectivity.
Therearepossibilitiesfor increasingsecurityin this respect:� If we demanda fixed orderingof verticesandfaces,we

can simply make the list of facestogetherwith vertex
indicespart of the hashedstring and thus fix topology.
For eachinterval, we addthevertex indicesto thehashed
string.� We couldadjustvertices,so thereis no morethanonein
an interval. This givesus a fixed numberingof vertices.
Using this numberingwe addthe list of facesandvertex
indicesto thehashedstring.

The algorithmcanbe modifiedto rely on vertex coordi-
natesonly, which makes it applicableto the generalcase
of watermarkingn-dimensionalpoint clouds:Fromthe two
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points with maximumdistanceD to eachother we select
oneasstart point from which all point distancesaremea-
sured.The interval width W is derived from D. However,
in contrastto thestarttrianglecase,W cannotbealteredto
a specificvalue,so it is difficult to realizesmall tolerances
regardingmaximumtoleratedvertex movementfor model
authentication.

2.3. The Affine Invariant Embedding Algorithm (AIE)

3D models,which are composedfor virtual world scenes
will facea ratherunlimited numberof possibleoperations.
Oneof themostobviousoperations,whenplacinganobject
in a virtual scene,is the(non-uniform)scalingto its desired
sizeandshape.Thereforerobustnesswith respectto affine
transformationshas beenthe designprinciple of the AIE
algorithm,which is outlined in the following. The embed-
ding algorithmis basedon local applicationof the Nielson
Foley norm !#" ! V asintroducedin 6. Lets repeatits defini-
tion for E3. Thenormdependson data,namelythevertices
Vi $�% xi & yi & zi ' :! P ! 2V $ P " n " ( V̄ ) V̄ * + 1 " PT

V̄ $
,---. x1 / x̄& y1 / ȳ

x2 / x̄& y2 / ȳ
...

...
xn / x̄& yn / ȳ

0 1112
x̄ $ ∑n

i 3 1 xi

n & ȳ $ ∑n
i 3 1 yi

n

(with P 4 E3).
We apply it on a set of n $ 4 neighboredverticesV $5
V1 & 6 6 & V4 7 & Vi 498 3. Next we define

MV $ 1
4 ∑4

i 3 1Vi

Norm% P' 2 $ ! P / MV ! 2V % P 498 3 '
Weusethefollowing relationshipin orderto changea norm
valuefor thepurposeof embeddinginformation,givenaver-
tex P 498 3 not lying in a planewith verticesof setV:

P: $ MV ;<% 1 ; k' % P / MV ' = Norm% P: ' 2
Norm% P' 2 $�% 1 ; k' 2

If thedistanceof point P to centerof massM is changedby
factor1 ; k, thenormvaluechangesby factor % 1 ; k' 2.
We subdivide the continuousone end open interval of
possiblenorm valuesinto intervals of lengthw whereeach
interval has an associatedvalue: Let n be the numberof
bits we wantto encodeinto thenormvalue.We numberthe
i-th interval with i mod 2n. If the valueval 4 5 0& 6 6 & m / 17
(m $ 2n) is to be embedded,we changethe norm value,
suchthat it is moved in the middle of the nearestinterval
numberedwith val which is illustratedin Figure1.

When choosingthe interval width w certain constrains
apply:

1 2

63

0 63 127 12864 65

x

0

w w

1 0 12 63

Norm-value

Number of interval

Index of interval

Figure 1: Adjustmentof a normvalue:Currentnormvalue
falls in interval with index 63 (m $ 26 $ 64) andvalue1 (6
bits) is goingto beencoded.Thenorm-valueis movedto the
middleof thenearestinterval numberedwith 1, in this case
intervalwith index 65.

Becauseof limited (fixed) precision of vertex coordi-
natesa certain robustnesslevel dictatesa minimum scale
factor % 1 ; kMIN ' .
To guarantee> k > ? kMIN (movementby at leastoneinterval
assumed)for scalefactork we choose

w $ N % % 1 ; kMIN ' 2 / 1'
Let N : $ N ; ∆N denotethenew changednorm value,∆N
the appliedchange.With w chosenasabove the following
holds: > ∆N > @ ∆NMAX $ w % mA 2' (1)

and > k > @�B 1 ;C% ∆NMAX A N ' / 1

(1) holdssincewe canmove from an interval labeledwith
val to aninterval labeledwith val : by addinganincrementd
with > d > @ mA 2 (weexcludethespecificcaseof thefirst mA 2
intervals).

We require to usethe sameinterval width in retrieving
andembeddingprocess,sow mustbederived from a value
not or only slightly affectedby the embeddingprocessit-
self.Furthermorew mustbeconstantaftersubsequentaffine
transformationsof themodel.We simply derive theinterval
width w from the norm valueitself. First we normalizethe
normvalueN:

N $ a " 10+ i & 1 @ a D 10& i 49E
with 10i beingthenormalizationfactor. UsingthisfactorWe
choosea new w as

w $ b " 10+ i % % 1 ; kMIN ' 2 / 1' (2)

with 1 @ b D 10. b is calleda secret scalefactor. Givenan
∆N $ α " w, e.g.α 4F( / 1286 6 128* for moving thenormvalue
into themiddleof thedesiredinterval, thefactorfor scaling
thedistancefrom pointP to M is calculatedby% 1 ; k' $�G 1 ; ∆N

N

If wewanttousetheAIE algorithmfor secretwatermarks,
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e.g. for embeddingcustomerspecificserial numbers,sev-
eralparametershouldbederivedfrom a secretkey. For this
reasonwe addedthe so called secret scale factor. It may
be necessaryto derive further parameters,e.g.an offset to
kMIN. Varyingtheseparametersthroughtheembeddingpro-
cessis notpossible,sincetheembeddingprimitivesmustbe
assumedto be accessedin randomorder. Theseprimitives
areexplainedin thenext section.

2.3.1. The EmbeddingProcess

V3

V4

V2

V1

Figure 2: Embeddingprimitive is constitutedby two start
faceswith verticesV I�J V1 K L L K V4 M .

In the embeddingprocess,an embeddingprimitive is
selectedas follows: first a single face with edgevertices
V1 K L L K V3 is selected.Next anedgeadjacentfaceis selected.
Denotetheunsharedvertex with V4. Thesefour verticesnow
constitutethesetof verticesV for thelocalcalculationof the
normvalueNormN PO . They arenotallowedto lie in or close
to a plane.We ensurethis by requiringa minimumdistance
of thevertex V4 to theplaneconstitutedbyV I
J V1 K L L K V3 M .
Next webuild uptwo setsG1 andG2: G1 consistsof all ver-
ticeswhich areadjacentto exactlyonevertex of V. G2 con-
sistsof all vertices,which areelementof a facethat is edge
adjacentto oneof the startfaces.If PG1 P Q 4 and PG2 P Q 4
we setG : I G1 R G2 elseG : I min1S i S 2 J Gi P PGi P T 4M . IfPG P Q 4 werejectthestartfacescombination.Figure2 shows
aembeddingprimitivewhereG equalsG2. Next wepartition
G in in four sub-setsg1 K L L K g4 with equalnumberof elements
(if possible).The informationis embeddedinto thevertices
of g1 K L L K g4 asfollows:

group embeddedbits

g1 00 I5 I4 I3 I2
g2 01 I1 I0 D9 D8
g3 10 D7 D6 D5 D4
g4 11 D3 D2 D1 D0

In thisexampletheglobalbit stringto beembeddedhasbeen
split into fragmentsof length10bitseach.An index valueof
length 6 bit is usedfor addressingthesefragments,so the
lengthof theglobalbit stringis limited to 640bits.Thefirst
two embeddedbitsareusedfor orderingthepartsof databits

andindex values.I5 K L L K I0 is the6 bit index value,D9 K L L K D0
arethe10 databits.

Eachfragmentis embeddedmultipletimes(in currentim-
plementationwe embedthreetimesby default) in the way
described.Adjustedverticesandverticesof start facesare
markedas"visited" andusedonly once.

2.3.2. The Retrieval Process

In the retrieval process,we iteratethroughthe setof faces.
For eachfacewe testedgeadjacentfacesfor beingthesec-
ondstartfaceof anembeddingprimitive:Weagaincalculate
vertex setsg1 K L L K g4 asdescribedin the embeddingprocess
andretrieve theembeddedbits for eachvertex. If eachof the
orderbits (00,01,10,11)occursat leastonceand the same
orderbits arefollowedby thesamebit-pattern,we storethe
retrievedpattern(index anddatabits) in a globalhashtable.
After testingall relevanttwo facecombinations,thepatterns
with mostoccurrencesfor an index constitutethe retrieved
bit string.The term relevant indicatesthat only a subsetof
thefaceswith certaincharacteristicsmaybeusedin theem-
beddingprocessandthereforebe consideredascandidates
in retrieval process.However thesecharacteristicshaveto be
affine invariantones,e.g.basedon connectivity. In thecur-
rent implementationwe rejectfaceswhosenumberof edge
adjacentverticesexceedsacertainlimit. Pleasenotethataf-
terwe testedthestartfacecombinationf1 K f2 we don’t need
to test f2 K f1.

If meshesconsistof several planar facesof more than
threevertices(e.g. quadrilaterals)our schemecould either
ignoreembeddingprimitives for which at leastonevertex
is part of non-triangularfaceor we could apply following
technique:U

Two edgeadjacentplanarpolygonscanbe convertedto
triangularstartfacesby connectingthesharededgewith
their centerof mass.

U
Assumethe facesof setPS I�J P1 K L L K Pn M areadjacentto
the start polygons.Next we remove facesthat areadja-
cent to a polygon P which is not a triangular faceand
not elementof setPS. For the remainingfaceswe build
vertex setsVS I�J S1 K L L K SmM by applyingfollowing rules:
The verticesof adjacentco-planarnon-triangularfaces
aregroupedtogether, while theverticesof adjacentnon-
triangularandnot co-planarfacesareremoved.A vertex
sharedbetweena triangularandnon-triangularfaceis as-
signedto thevertex setof the latterone.Pleasenotethat
setsdo not containverticesof thestartpolygons.We em-
beda value usingvertex setSi by moving the centerof
masscalculatedover all verticesof Si (moving thecenter
of massby vector Vd meansmoving all verticescontribut-
ing to it by Vd).

This schemecopesonly with "infrequently"appearingnon-
triangularfaces.

An interestingpoint stemsfrom the fact that the affine
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invariantnormis applicableto vectorspacesof arbitrarydi-
mensions.As in theVFA case,theAIE algorithmis in prin-
ciple applicableto watermarkingin X 2, e.g.bitmapimages
convertedto vectorrepresentation.

2.4. The Normal Bin Encoding Algorithm (NBE)

Thealgorithmaspublishedin 1Y 2 allowedtheembeddingof
a secretwatermarkwith robustnessagainstcomplex geome-
try andtopologychangingoperations,mostnoticeablypoly-
gonreduction.Thealgorithmwasof the forensictypesince
it requireduserinteractionat retrieval time.Theuserhadto
recognizethemodelandto selectafeaturevectorof theorig-
inal, thenretrieve the watermarkby comparingfeaturesof
original andwatermarked copy. In this paperwe describea
variantof theNormalBin Encoding(NBE) algorithmwhich
embedsa1-bit watermarkanddoesnotrequireknowledgeof
a priori dataexceptthesecretkey at retrieval time.Next we
describehow thewatermarkdetectoris realized.Finally we
give a stepby stepdescriptionof theoptimizedembedding
algorithm,for which computationalcostsweresignificantly
reduced.

2.4.1. The One-Bit Watermarking Scheme

For theproofof ownershiponMulitmediadatatheexploita-
tion of statisticalapproachesfor theembeddingof asocalled
One-Bit watermarkis widespread.Despitethe first glance
drawbackof limited capacity, themethodshows variousad-
vantagesandhassuccessfullybeenusedfor proof of own-
ershippurposesin a numberof applications7 Y 10. Thewater-
markingtechniquepresentedin this paperhasbeeninspired
from earlierwork 1Y 2 andis basedondistinctbundlesof sur-
facenormals(bins)andis thereforecalledNormalBin En-
coding(NBE). Even thoughour approachwith binsasem-
beddingprimitivesprovidesdueto thelimited resolutionof
thesubdividedunit sphereonly a restrictednumberof infor-
mationcarrierunits,we cantransferthestatisticalapproach
to ourgeometricproblem.

We subdivided the gaussian sphere into NB non-
overlappingbins.Eachbin is uniquelydefinedby abin cen-
ter normal and a boundaryangleφ. A bin is assignedall
model facenormalswhoseangleto the bin centernormal
is less or equal φ. For the testsperformed,we used100
equallydistributedbins,non-overlappingwith radius12 de-
greeeach.Denotethe numberof normalssampledto bin
with index i with ni Z 1 [ i [ NB \ , thesamplednormalswith
Ni j Z 1 [ j [ ni \ .

Basedon a secretkey, we generatetwo disjunct setsof
bin indices,M1 ]_^ m11 ` a a ` m1n b and M2 ]_^ m21 ` a a ` m2n b ,
eachconsistingof n ] NB c 2 elements.In the embedding
processwe try to move normalscontainedin binsof setM1
towardstheaccordingcenter. Normalsin binsof setM2 are
notchangedby intention,althoughthey maychangein order
to optimizenormalsof theotherset.

In the retrieval processwe apply a thresholddetector,
which,givena secretkey Ks, outputsa valueestimatingthe
probability of the casethe modeldoesnot containthe sus-
pectedwatermark.GivenN keysKs1 ` a a ` KsN of suspectedwa-
termarks,thedetectortells uswhich oneof thewatermarks
is containedin themodelwith highestprobability.

Denotethemeanangulardifferenceof normalsin bin i to
theircenternormalwith Ȳi , thedifferenceswith Xi j Z 1 [ j [
ni \ .

Ȳi ] Xi1 d a a a d Xini

ni

In order to apply a statisticallybasedmodel we allow the
approximatingassumption, thatfacesareequallydistributed
in their representationwith theirnormalson theunit sphere.
Underthis assumptionwe canconsidertheangledifference
Xi j of anormalto theaccordingcenternormalasastatistical
sample.More precisely:Let us assumethe Xi j valuesfor
all bins are identicaldistributedwith unknown meanvalue
andvarianceandunrelated.Next assumewe have observed
meanvaluem andvariances2 from Ȳi valuesbelongingto
M2. Applying thecentrallimit theorem,thevariableZ̄ with

Z̄ ] Ȳ1 d a a a d Ȳn

n

is N Z m̀ s2

n \ distributed(for m efe 30).

Next we calculatethevaluem2 ands2 from theȲi of setM2
andm1 from theȲi of setM1. Theprobability

P ] Φ Z m1 g m2h
s2 i n2 c n1

\
canbeinterpretedasfollows: It tells how likely it is, to ob-
serve the currentmeanvaluedeviation for setsM1 andM2
even if no modificationswereappliedto setM1 (falseposi-
tive rejection).Thelower theprobabilitythemorelikely in-
tentionalmodificationswereappliedto normalsof bins of
setM1.

Therearereasonswhy thedetectoris not mathematically
sound:j

The Xi j arenot identically distributed.The directionsof
facenormalsof a modelaregeneratedin a humandriven
(nonrandom)constructionprocess.

j
The items (normals)of a bin are related.The facesbe-
longing to normalsof the samebin, are locatednext to
eachother(or near)with highprobability.

j
both setsM1 ` M2 maycontainnot enoughelements( efe
30 demandedfor applyingcentrallimit theorem,we used
50 in tests).

Sowe still have to definethetermwell conditionedmod-
elswith respectto this detectorandto prove thatthesemod-
elsmeettheassumptionsregardingidenticaldistributionand
independenceof facenormals.

In teststhegenerationof setsM1 andM2 wassecretkey
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depended.Of coursewe couldderive additionalparameters
from that key, e.g.bin centernormal(position)andbound-
ary angleof bins to increasemixing of alteredanunaltered
normalsin binsgeneratedfor differentkeys.

2.4.2. The Optimized EmbeddingAlgorithm

Denotethesetof modelverticeswith V. Thegeneralstruc-
tureof theembeddingprocessin pseudocodeis:

for (i=0;i<numIterations;i++){
for eachv l V do

optimizeVertex(v);
lower tolerances;

}

In optimizeVertex(), the optimal normal valuesfor adja-
centfacesof v whicharecontainedin binsof setM1, achiev-
ableby displacementsof v, arecalculated.Wedefinea func-
tion to be minimized which gives the squareddistanceto
theseoptimalvaluesfor agivendisplacementof v. Wecalcu-
lateagradientfrom thisfunction.Sincethenegativegradient
direction may not a valid direction with respectto restric-
tionsregardingtoleratednormalchanges,we applya linear
simplex for calculatinga valid searchdirectioncloseto it.
Next we calculatethe optimal vertex displacementin this
directionfulfilling the restrictions.We will now presentthe
necessarystepsfor optimizingavertex v in detail:

dz

dy

z

y

v

v’

v

a

b

y

x

z

m
n2

α
α nN

E1

m
n1

E2

m
N

Figure 3: Whenvertex v is moved,theanglebetweenplane
z o 0 andthe facenormalof triangle consistingof vertices
a,bandc changesandcanbeexpressedin termsof distances
of v to planesE1 andE2.

Vertex v is goingto beoptimized.Let f bea faceadjacent
to v andconsistingof verticesvp ap b. Furtherassumeface f
is assignedto a bin containedin setM1 with bin centernor-
mal qNB. Now assumeface f hasbeentransformedasshown
in Figure3. If v is moved, thenormalof the face qN rotates
aroundthex-axis.Theangulardifferenceα of f normalbe-

foreandafterthemovementcanbecalculatedasfollows:

E1 : qn1 r qx s d1 o 0

E2 : qn2 r qx s d2 o 0

m o qn1 r qx s d1qn2 r qx s d2

α o atant mu
d1 andd2 are0 in theactualcase,but we will transformthe
whole problemlater, so just keepthesevariables.The de-
nominatoris always v 0 becauseour restrictionsassurethe
normalchangeof face f to belessthan90degrees.Next we
calculatethe Taylor approximationT t xp yp zu of first degree
for m at position v o�t vx p vy p vzu . Now assumethereare n
faceadjacentto vertex v which arecontainedin bins of set
M1. We getaccordingTaylor approximationsT1 p w w p Tn. Next
assumethatthefacenormalsshouldbepushedtowardstheir
accordingbin center(facesin binsof setM2 don’t contribute
to global function to minimize). We calculatethe optimal
value α x (mx ) for eachcase,that meansthe angle,which
moves the facenormal qN (which is (0 1 0)) closestto the
accordingbin normal qNB.

Rotx t α u o_yyyyyy
1 0 0
0 cosα s sinα
0 sinα cosα

yyyyyy
α x o α that minimizes yyyyyy qNB s Rotx t α u r{z| 0

1
0

}~ yyyyyymx o tant α x u
Now weassembletheglobalfunctionto minimize:

FMIN t qxu o n

∑
i � 0
t Ti t qxu s mxi u 2o qxTC qx � qpT qx � c

Next we calculatethegradientof FMIN:� FMIN t qxu o�� ∂FMIN t qxu
∂x� 0� p ∂FMIN t qxu

∂x� 1� p ∂FMIN t qxu
∂x� 2���

The gradientpoints into the directionof the largestascend
(possiblynot leading to a global maximum) from point v
so we have to continuein direction s � FMIN in order to
minimize the the function. Sincethis directionmay not be
valid searchdirectionwith respectto certain(to bedefined)
restrictions,we want to apply a gradientmethodin which
a valid searchdirectionis calculatedusinglinear program-
ming (simplex). We now facetheproblemthat thesimplex
implementationdoesonly work with non-negativevariables.
Wesolve thisby transformingourproblem,so s � FMIN t qvu
(normalized)points in direction t 1�

3
1�
3

1�
3
u (vertices,

planes,Ti ’s andFMIN arere-calculatedaccordingly).Addi-
tionally weassurethatv is placedin theorigin.

Next we calculatethe restrictionsusedin optimization
process.Therearefour differenttypesof restrictions:
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1. new facenormalis not allowed to deviate by morethan
α1 from original facenormal

2. new facenormalis not allowed to deviate by morethan
α2 from bin centernormal(to stopnormalfrom leaving
bin)

3. new facenormalis not allowed to deviate by morethan
α3 from currentfacenormal("cool down")

4. thevertex v is not allowedto move by morethandmax in
any direction

For eachfacetwo angles,αmin andαmax (αmin � αmax)
arecalculatedfor which thefacenormal �N (seefigure3) sat-
isfiestherestrictionwith equality. Next, themaximumαmin
andminimum αmax arecalculated.Denotethesewith α �min
andminimum α �max, the accordingm-valueswith m�min and
m�max. This givestwo restrictions:�

ax � by � cz � d � � m�max
�
ex � f y � gz � h� � 0� � ax � by � cz � d � � m�min
�
ex � f y � gz � h� � 0

Thelasttypeof restrictionisaddedas(sincewehaveassured
v � � 0� 0� 0� , andall variablesare � 0:

x � dmax

y � dmax

z � dmax

No weoptimizethesystem.Firstwesearchfor avalid search
direction.Thevalue �<� FMIN

� �v� maynot yield a valid di-
rection.In this casewe apply the simplex methodto find a
valid onecloseto it.

maximize �F� FMIN
� �v� T �d

aT
i �d � ci � 0� �d � � 1

with m restrictionsexplainedbeforeasai ’s. We usethe� � � �
insteadof

� � �
2 to getlinearrestrictions.

Next we have to find out how far to go in thevalid direc-
tion to gettheminimumof FMIN (without takingrestrictions
into consideration):

∂FMIN
�
α �d �

∂α
� 2α �dTC �d � �dT � 0� α � � �dTα

2 �dTC �d
∂FMIN

�
α �d �

∂α
� 2α �dTC �d � �dT � 0� α � � �dTα

2 �dTC �d
In the last step,we searchfor the largestα � � � α which
satisfiestheconstrains:

aT
i α � �d � ci � 0� α � � ci

aT
i �d

α � � � max� min� α � ci

aT
i �d � � 1 � i � m�

Next v is replacedby (re-transformed)α � � � �d and the
currentnormalsof facesadjacentto v areupdated.

In testsperformedweonly appliedoneiterationof theal-
gorithmin combinationwith restrictionsof thefirst, second
andfourth type.

3. Implementation and Results

All threealgorithmspresentedin this paperhave beenim-
plementedastheGeomarkwatermarkingsystemasa utility
plugin for 3D StudioMAX R2.5.Thewatermarkingplugin
accessesobjectsafter they flowed down the pipelineasso-
ciatedwith their scenenodeandconverts them to triangle
representationusing3D Studioin built functions.A Nurbs-
basedobjectfor exampleis replacedwith a triangularmesh
representationafter watermarkembedding.Figure4 shows
a snapshotof theplugin whenretrieving anAIE watermark
(bitmap).

Figure4: Screenshotof theGeomarkplugin.

Thethreewatermarkingalgorithmspresentedaltervertex
coordinatesonly, andthusonly affect thegeometrychannel
of the renderingpipeline. They don’t changeconnectivity
or topology, with oneexception:No testsfor self intersec-
tion of facesduemovementof verticesareperformedfor all
threealgorithms.This of coursehadno impactfor the tests
performed.Thesecharacteristicsallow usto preserve scalar
attributesascolorstexturizationjust by copying themfrom
theoriginal to thewatermarkedversionof a model.

The plugin utilizes its own mesh, matrix and vector
classes.It operateswith double floating point precision,
while 3D StudioMAX operatesonly with singleprecision
(24 bit mantissa,6.92 decimaldigits). To clarify: The wa-
termarksgeneratedarestablefor single point precisionor
less(customizable).For example,the AIE watermarksem-
beddedin experimentswereembeddedfor a precisionof 6
decimaldigits.
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3.1. Practical Experiments

First we embeddedan NBE watermarkinto eachmodel.
We setrestrictionsregardingtoleratedvertex displacements
and normal deviations by hand to assurethat there was
no visual impact.Then we addedan AIE watermarkcon-
sisting of a bitmap of 15x11 bits size. We encoded24
Bits in eachAIE embeddingprimitive, giving 16 Bit ca-
pacity per primitive from which we used 6 Bits as in-
dex. Each fragment of the global bitstring was embed-
ded threetimes. Finally we embeddeda label with VBA.
It consistedof the text "This is a demonstration<lf>of
stacked watermarks for the<lf>eurographics2000 con-
ference<lf>http://www.eg.org/EG2000/<lf>",which is 109
bytes.We embedded1 bit per interval. The total numberof
embeddedbitswas888(including8 bit leadin-andleadout-
valuesprecedingandfollowing the databits). The left im-
agein first row of Figure 6 visualizesthe verticesencod-
ing watermarkbits (pleasenote that verticesof AIE and
VBA do overlap). The secondand third rows in Figure 6
show theothermodelsusedin testsafterembeddingall three
stacked watermarks.It shouldbe stressedthat we achieve
"non-interference"of watermarkssimplyby applyingdiffer-
entembedding-strengths(tolerancesregardingvertex move-
ments)for thealgorithms.
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Figure 5: Image showsdetectorprobabilities with respect
to outputsfor 500 randomgeneratedkeys for watermarked
copyof thevipermodel.

We found AIE andVBE watermarksarein no way per-
ceptibleandAIE withstandsaffineoperationsexemplifiedin
right imagein first row of Figure6, soweconcentratefurther
testson evaluationof theNBE algorithmsdetector. We per-
fomedtestsusing two decimationimplementations,qslim5

andplycrunch which is partof theSimplificationEnvelopes
distribution4, capableof handlingnon-2-manifoldmodels.
We appliedthefirst one,for gettinga measureof robustness
with respectto sophisticatedsimplificationwhile the latter
onegivesameasurefor robustnesswith respectto mostsim-
pleschemes,in thiscasenearbyvertex collapsing.Theorig-
inal probabilitiesyieldedby thedetectorarelisted in Table
1. Table2 lists theprobabilitiesafterapplyingqslim, Table3

for theplycrunch case.
Thedetectorgivesameasureof deviationof thetwo distribu-
tionsassociatedwith thetwo setsM1 andM2. An important
issueis how the detectorreactsto randomkey patterns.In
Figure5 we plottedthe detectorsoutput for 500 randomly
generatedkeys for theoriginalwatermarkedcopy.

Summarizingtheresults,AIE andVBA proved to beap-
plicable,while theNBE detectorrequiresmorerefinement.
Thereare several possibilitiesfor enhancements:First the
mixturebetweensetsM1 andM2 canbeincreasedby gener-
atingbin positionsandsizesfrom thesecretkeys (we used
fix valuesin testsandjustpartitionedthebinsto setsM1 and
M2 basedon the private key). Second,we might get more
robustnormalsif thewholealgorithmoperateson a coarser
level of approximationof a mesh(seeSection5).

No Model vertices faces orig. probability
1 cow 6083 12075 3.241080E-45
2 skateboard 23584 46785 1.486888E-10
3 bunny 22610 44622 1.709180E-22
4 viper 20759 38732 9.982807E-23
5 bridge 16177 24714 3.536744E-22

Table1: Modelsizeandoriginal detectorprobability.

No reduction vertices faces probability
1 25% 1550 3000 8.778222E-09
1 8% 545 1000 2.775433E-05
2 11% 2694 5000 4.116683E-13
2 4% 1183 2000 1.427411E-06
3 45% 10235 20000 1.750314E-10
3 34% 7720 15000 8.759356E-07
4 26% 6222 10001 4.230604E-22
4 15% 4084 6001 5.942947E-05
5 61% 10162 15000 4.529004E-06
5 40% 7042 10000 7.861884E-01

Table 2: Detectorprobabilityafter applyingqslim.

No reduction vertices faces probability
1 29% 1540 3504 2.292422E-11
1 23% 1257 2819 1.599228E-07
2 60% 13522 27995 7.196427E-11
2 44% 9683 20599 2.588654E-07
3 77% 17237 34311 2.608362E-10
3 58% 12944 25816 1.937350E-05
4 37% 7486 14435 2.379935E-12
4 31% 5895 11822 1.139079E-05
5 78% 10837 19299 1.057597E-08
5 67% 9164 16471 5.908176E-04

Table 3: Detectorprobabilityafter applyingplycrunch.
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4. Blind Detectionof Watermarks

TheAIE andVFA algorithmsallow for completelyblind de-
tection.For VFA, thespecificationsof thestarttrianglemust
be known to the detector, e.g.hardcoded.For AIE param-
etersarehardcoded(e.g. numberof index anddatabits in
embedding-primitive) or arederived from a secretkey (e.g.
secretscalefactor).TheNBE One-Bit variantrequirespre-
processingprior to watermarkretrieval:� orientationwith respectto original� consistentnormals� matchingoriginalwith respectto affine transformations

Our currentwork covers an approachto orient the model
with respectto the centralmoments.If the reorientationis
not preciseenough,more orientationscan be testedbrute
force(detectorvaluedecreasesnearcorrectorientation).The
normalsof faceswerelyondonotneedto becorrectin terms
of in/outwardsbut we requirethemto have sameconsistent
direction(in/outwards)in retrieving processandembedding
process.Weorientthenormalssimplyby castingaray from
facemidpointto thecenterof massof themodelandchoos-
ing the normalwith minimum angleto this ray. If the wa-
termarkedcopy undergoesaffine transformationsotherthan
uniformscalingor non-uniformscalingwith smalldeviation
in scalingfactors,we needto remove theapplyingtransfor-
mationprior to watermarkretrieval. TheAIE watermarkcan
carry information for supportingthis process,but it is lost
in remeshing-operations.So for a modelto which polygon
reductionandaffine transformationshave beenapplied,we
fall backto a forensicdetectionsincewerequiretheoriginal
modelfor reversal.

5. Conclusionand Futur eWork

We presenteda public watermarkingscheme,VFA, suitable
for authenticatingmodelsto auserwith zeroapriori knowl-
edge.As outlined,the VFA algorithmis applicableto non-
manifolds and even to the generalcaseof n-dimensional
point clouds.The AIE schemeextendsthe classof meshes
that can be embeddedwith affine invariant watermarksto
non-manifoldswith thepossibleextensionto processmeshes
containingnon-triangularplanar faces.The schemeis by
natureapplicableto vectorspacesof arbitrarydimensions,
mostinterestinglyof dimension2 (e.g.bitmapimagescon-
vertedto vectorrepresentation).Finally thedescribedNBE
algorithm takes a steptowardsthe realizationof blind de-
tectionof robust watermarkssinceit only requiresa secret
key for testingthe watermarkspresence.Throughstacking
of all threealgorithms(first applyingNBE, thenAIE then
VFA), we achieve labeling in combinationwith modelau-
thenticationandwatermarksresistanteither to affine trans-
formationsor polygon reduction.As explainedin Section
2.4.2, in NBE verticesareoptimizedtaking only local fea-
turesinto account.Vertex movementis restrictedby general
tolerancesand toleratednormaldifferencesof vertex adja-
cent faces.For now, the NBE algorithm works best with

alreadypolygonreducedmodels,which possesslarger an-
glesbetweenadjacentfaces.To copewith highly tesselated
smoothmodels,our currentwork follows the multiresolu-
tion approachof Praunet al. 10 in the sense,that we want
to applyNBE to a coarserrepresentationof a meshwhich is
convertedbackto full resolutionafterembedding.

Origins of modelsusedin experiments

Theskateboard(creatorPhilip vanHoof) modelwasdown-
loadedfrom avalon1.viewepoint.com,viperandbridgemod-
els from www.3dcafe.com,the bunny model from www-
graphics.stanford.edu/data/3Dscanrep/(The Stanford 3D
Scanningrepository)andthecow modelfrom sweeet.com.
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Figure 6: First row: In the left image verticesencodingAIE (left cow)andVFA (right cow)watermarksare highlighted.For
AIE, start faceverticesare highlightedwith greencolor. Pleasenotethat thewatermarksdo overlap.Theright image shows
effectsof variousaffine transformations,for examplethe leftmostcow is resultof non-uniformscalingfollowedby shearing.
In all casesthe AIE watermark(15x11bitmap)wasstill present.Secondand third row: Modelsof testcases.Left modelis
original, right (front)modelis copywatermarkedwith all threealgorithms.
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