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Biometric Capture Device Smartphone 
Foreground authentication (user interaction) 
• Deliberate decision to capture (willful act) 
• Camera-Sensor 
‣ Fingerprint recognition 

- Apples iPhone 5S / Samsung Galaxy 5 
- Fingerphoto analysis 

‣ Face recognition 
‣ Iris recognition 

• Touchpad:  allows signature recognition 

Background authentication (observation of the user) 
• Microphone 
‣ Speaker recognition 

• Accelerometer 
‣ Gait recognition 
‣ concurrent - unobtrusive
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Image Source: Apple 2013



It won‘t take long   
• that  NFC enabled Smartphones 

will interact with doors and RFID chips (i.e. national ID-card) 
 
 
 
 
 
 
 
 

• Short range wireless communication at 13,56 MHz 
‣ based on RFID standard (ISO/IEC 14443)  

• Operating in proximity distance up to 20 cm

Biometric Smartphone and national ID-card
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13,56MHz RF Link
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Biometric Capture Device Token 
A secure Biometric-Transaction-Device (BTD)  
which is quasi a Biometric Secoder 
 
 
 
 
 
 

• Trustworthy hardware (e.g. Common Criteria evaluated) 
• Can not be manipulated by malware 
• can capture a biometric characteristic 
• Can establish a reliable communication to an  

Online-Banking-Server (OBS) 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 Levels of Security
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EU Directive on Payment Services
Directive established in November 2015  
 
 
 
 
 
 
 
 
 
 
 
 
http://eur-lex.europa.eu/legal-content/EN/TXT/PDF/?uri=CELEX:32015L2366&from=EN
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EU Directive on Payment Services
Directive established in November 2015 
• Article 97 defines Authentication  
‣ 1. “Member States shall ensure that a payment service provider 

applies strong customer authentication where the payer:  
- (a) accesses its payment account online; 
- (b) initiates an electronic payment transaction; 
- (c) carries out any action through a remote channel which may 

imply a risk of payment fraud or other abuses.”  

‣ 3. “… Member States shall ensure that payment service providers 
have in place adequate security measures to protect the 
confidentiality and integrity of payment service users’  
personalised security credentials.“ 
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EU Directive on Payment Services
Directive established in November 2015 
• Article 97 defines Authentication  
‣ 2.”… Member States shall ensure that, for electronic remote 

payment transactions, payment service providers apply strong 
customer authentication that includes elements which dynamically 
link the transaction to a specific amount and a specific payee.” 

• Article 98 Standards for  Authentication and Communication 
‣ 2.”… standards shall be developed by EBA … ensure an 

appropriate level of security for payment service users and 
payment service providers …” 
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Why multiple Modalities?
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Financial Transactions
• Level of Security 
‣ number and strength of biometric factors  

should scale with transaction volume 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[Gru2015] W. Grudzien, „Current trends in the payments and transactions landscape”  
Bundesverband Deutscher Banken, October 2015

Image Source: BdB 2015
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Level of Biometric Security
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Levels of Biometric Security
Three factors can be considered - 
robustness again the following attacks 
• Zero-effort impostor attack: algorithm errors (False Match) 
• Attacks on the biometric capture device 
• Attacks on the  stored reference data

13



Biometrics and mPayments 
PaymentsMoWorld

Oslo 2016-02-11Christoph Busch 

Zero-effort impostor attack
Probability Density Distribution Function (PDF) 

       : PDF of genuine similarity score 
       : PDF of imposter similarity score 

 
False-Match-Rate (FMR) 
• proportion of the completed biometric  

non-mated comparison trials that result in a false match  
• Note: non-mated comparison trials are 

also referred to as impostor trials

�g(s)
�i(s)

FMR(t) =
� 1

t
�i(s)ds

14

s(Q, R)
s(Q, R)•Zero-effort impostor attack
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Attacks on the Biometric Capture Device
• Presentation Attacks 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Gummy Finger Production in 2000 !
Attack without support of an enroled individual  
• Recording of an analog fingerprint from flat surface material 
‣ z.B. glass, CD-cover, etc.with iron powder and tape 

• Scanning and post processing: 
‣ Correction of scanning errors - closing of ridge lines (as needed) 
‣ Image inversion 

• Print on transparent slide 
• Photochemical production of a circuit board mold
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[ZWI2000]  A. Zwiesele et al. „BioIS Study - Comparative Study of Biometric Identification 
Systems“, In: 34th Annual 2000 IEEE International Carnahan Conference on Security 
Technology, Ottawa, pp. 60-63, (2000)



Biometrics and mPayments 
PaymentsMoWorld

Oslo 2016-02-11Christoph Busch 

Gummy Finger Production in 2000 !
Reported in a publication by the German Federal Police 
• A. Zwiesele et al. „BioIS Study - Comparative Study of 

Biometric Identification Systems“, In: 34th Annual 2000 IEEE 
International Carnahan Conference on Security Technology, 
Ottawa, pp. 60-63, (2000)

17



Biometrics and mPayments 
PaymentsMoWorld

Oslo 2016-02-11Christoph Busch 

!

Liveness Detection
ISO/IEC 30107-1:2016 Presentation Attack Detection 
• Attacks on Biometric Systems
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Source: ISO/IEC 30107-1 
 nspired by  N.K. Ratha, J.H. Connell, R.M. Bolle, “Enhancing security and privacy in biometrics-based 
authentication systems,” IBM Systems Journal, Vol 40. NO 3, 2001.  
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Attacks on the Biometric Sensor
ISO/IEC 30107 - Biometric Presentation Attack Detection 
Scope 
• terms and definitions that are useful in the specification, 

characterization and evaluation of  
presentation attack detection methods;  

• a common data format for conveying the type of approach used 
and the assessment of presentation attack in data formats;  

• principles and methods for performance assessment of 
presentation attack detection algorithms or mechanisms; and  

Outside the scope are  
• standardization of specific PAD detection methods;  
• detailed information about countermeasures (i.e. anti-spoofing 

techniques), algorithms, or sensors;  
• overall system-level security or vulnerability assessment.  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Presentation Attack Detection
Definitions in ISO/IEC 30107 PAD - Part 1: Framework 
• presentation attack 

presentation to the biometric capture subsystem with the 
goal of interfering with the operation of the biometric system 

• presentation attack detection (PAD) 
automated determination of a presentation attack 

Definitions in ISO/IEC 2382-37: Vocabulary  
http://www.christoph-busch.de/standards.html 
• impostor 

subversive biometric capture subject who attempts to being 
matched to someone else's biometric reference 

• identity concealer 
subversive biometric capture subject who attempts to  
avoid being matched to their own biometric reference
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Presentation Attack Detection
ISO/IEC 30107 - Definitions 
• presentation attack instrument (PAI)  

biometric characteristic or object used in a presentation attack  
• artefact 

artificial object or representation presenting a copy of biometric 
characteristics or synthetic biometric patterns  

Types of presentation attacks
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Source: ISO/IEC 30107-1 

(General Noun)

(Adjectives describing categories)

(Qualifying adjectives)
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Presentation Attack Detection
ISO/IEC 30107-1  
Examples of Artificial and Human Attack Presentation 
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Source: ISO/IEC 30107-1 
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Presentation Attack Detection
 
Biometric framework with PAD 
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Source: ISO/IEC 30107-1 
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Presentation Attack Detection
ISO/IEC IS 30107-1 Standard 
• now available in the ISO-Portal 

http://www.iso.org/iso/home/store/catalogue_tc/catalogue_detail.htm?csnumber=53227
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Presentation Attack Detection - Testing
Testing Methodology in ISO/IEC 30107 Presentation 
Attack Detection - Part 3: Testing and reporting 
• Security Evaluation 
‣ for evaluations using the Common Criteria Framework 
‣ Protection Profile (PP) (e.g. from German BSI) 
‣ Security Target (ST) 
‣ Evaluation Assurance Level (EAL) 
‣ Assessment of the attack potential 
‣ „if there is at least one artefact that can reproducibly successful  attack 

the PAD-component - then the PAD failed the test“ 

• Other approaches 
‣ for evaluations in academic and technology development 
‣ tolerating the fact that statistical distribution for small tests  

is unknown and for sure not normal 
‣ „ a score based metric can tell us, if the method improved“ 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Presentation Attack Detection - Testing
Definition of harmonized metrics in ISO/IEC 30107-3  

• Attack presentation classification error rate (APCER) 
proportion of attack presentations incorrectly classified as 
normal presentations at the component level  
in a specific scenario 

• Bona fide presentation classification error rate (BPCER) 
proportion of bona fide presentations incorrectly classified as 
attack presentations at the component level  
in a specific scenario
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Smartphone Access Control - with PAD
Eye recognition study - 2015 
• Presentation Attack Detection (PAD) videos 

on iPhone 5 S and Nokia 1020  
Meth  

• Method based on Eulerian Video Magnification (EVM) 
‣ Normalized Cumulative  

Phase Information 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Smartphone Access Control - with PAD
Method based on Eulerian Video Magnification (EVM)

28

• [RRB2015]  K. Raja, R. Raghavendra, C. Busch: "Video Presentation Attack Detection in 
Visible Spectrum Iris Recognition Using Magnified Phase Information", in IEEE Transactions 
on Information Forensics and Security (TIFS), June, (2015)
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Smartphone Access Control - with PAD
Eye recognition study - 2015 

• Method based on Eulerian Video Magnification (EVM) 
‣ Normalized Cumulative  

Phase Information 

• Zero Error Rates:  
‣ APCER = 0 %  
‣ BPCER = 0 %
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• [RRB2015]  K. Raja, R. Raghavendra, C. Busch: "Video Presentation Attack Detection in 
Visible Spectrum Iris Recognition Using Magnified Phase Information", in IEEE Transactions 
on Information Forensics and Security (TIFS), June, (2015)
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Contact 
Contact:
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